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1 N BBEIEHHE

Henp3st orpumars Toro (akra, 4To HH(OPMAIMOHHO-TEICKOMMYHUKAIMOHHAS
cetb «MHTepHET» BCE TECHEE MPOHHUKACT B HAIIY C BaMH XM3Hb. I OHUX OH CTal
UCTOYHUKOM 3HAHHH, ANl APYTUX MCHOMb3yeTCs B pabOTe, KTO-TO HAIIEN C MOMOIIBIO
WHTepHera apy3eid, a KTO-TO Jae CMOT HAJIAAUTh CBOIO JINYHYIO )KH3Hb. BoJIbIIMHCTBY
13 HAC JOCTaTOYHO CJIOJKHO MPE/ICTABUTE IeHb 0€3 OHIIAH-00IMEHNS C IPY3bsIMH, TIPO-
CMOTpA CBEKMX HOBOCTEH MM HOBBIX POJMKOB.

OT0 MOATBEPXKAAETCS M pe3ydbTaTaMH COLMANBHBIX HccneaoBanuil. Tak, cormac-
HO JaHHBIM (oHma «OOIIECTBEHHOe MHEHHE», TI0 COCTOSHUIO Ha KOHel BecHbl 2017
roga obIiee KOJNMYECTBO Tonb3oBarenel cern Murepuner B Poccum B Bo3pacte oT
18 net u crapmre cocraBuio 82,4 MITH 4eNOBEK NP CYyTOYHOMH ayauTopun MHTepHeTa B
71,6 MJIH YeJI0BEK.

Bwmecrte ¢ Tem ciieayeT OMHHTb, YTO, HECMOTPSI Ha BCE MPEUMYIIECTBA, KOTOPBIE
IpefocTaBisieT HaM MHTepHeT, OH MOKeT OBITh MCIONB30BAH I HAHECEHHUs Bpesa
BaM, BalllnM OJIM3KHUM H BallleMy HMYIIECTBY.

Paznuynoro poja MOIMIEHHUKH, MpecieoBaTeNt, pa3HOOOpasHble BUPYCHl — BCE
9TO MPEJICTABILIET YIPo3y JUIs KaKI0ro nojbs3oBatens cetn Murepuer. bonee Toro, ko-
JIMYECTBO MOJOOHBIX YTPO3 MOCTOSHHO PacTeT.

Tak, 3a omuH Tonmbko BTopoi kBapTan 2017 roma JlaGoparopueit Kacmepckoro
Obu10 00HapysxkeHo 16 119 489 yHUKaNbHBIX BPEIOHOCHBIX MPOTPaMM, a 3a MEPHO/ C
utonst 2015 r. no utonb 2016 1. B Poccuu B 5,5 pa3a BbIPOCIIO YHCIIO HECAHKIIMOHUPO-
BaHHBIX CHSATHH JEHEKHBIX CPEICTB CO CUETOB JepikaTeieil OAaHKOBCKMX KapT depes
MHTEPHET-OAHKUHT.

[TosBNSIIOTCSA U COBEPIIEHHO HOBBIE ONMACHOCTH, TAKMUE KaK TParuvHO MPOTPeMeB-
IIMe Ha BCIO CTPAHy «TPYIIBI CMEPTHY, PECTABIISIONINE CePbe3HYIO0 OIACHOCTD JUIS
(M3MYECKOTO U TICHXOIOTHIECKOTO 3/I0POBbs JIETEHl.

Bce 310 roBopuT 0 TOM, UTO TIPH KCTONB30BaHNM MHTepHETa HEOOXOAMMO TIPO-
SBIATH KPaiHIOI0 BHUMATETbHOCTh H OCTOPOKHOCTS.

MBI HajieeMcst, 4TO 03HAKOMIICHHE C JaHHOW OpOIIIOpoi O3BOMNKUT BaM Ooree rpa-
MOTHO HOJOWTH K MOJB30BAHUIO MH(OPMAIHOHHO-TEICKOMMYHHKAIOHHOH CETHIO
HaTepHeT n n36exaTh TakKuM 00pa30M BO3MOXKHBIX OMACHOCTEH.



OTBETCTBEHHOCTb 3A NNPABOHAPY LLIEHNA

B CETW MHTEPHET

Iomnume! Omeemcmeennocms 3a npagoHapyuieHus ¢ GUPMYanbHOM
RpOCMpaHCmeEe HACHYRAEm No PeanlbHbIM 3aKoHAM!

PACIIPOCTPAHEHHUE 3KCTPEMUCTCKHX
MATEPUAJIOB B CETU UHTEPHET

C 1enblo MPOTHBOJCHCTBUS TAKMM HETAaTHBHBIM SIBICHUAM, KaK SKCTPEMHU3M,
KceHo(oOHs, MPOSBIECHNE HETEPIHMOCTH PA3HOTO TOJKA, PACOBOW, HAIMOHAJIBHOM
WIN PeJUTHO3HON PO3HH, CBA3AHHON C HACHJIMEM WM MPU3bIBAMH K HACWIMIO, OBLI
n3nan Denpepanpubiil 3akoH Ne 114-D3 ot 25 mrong 2002 r. «O mpoTUBOACHCTBUI
9KCTPEMHCTCKOH JIeTEILHOCTIY, KOTOPBIA OIpeeN, 4To Ha Tepputopuu Poccuu
3alpelaeTcs M3aHue M PaclpoCTpaHEHHE MEeYaTHbIX, ay/Iuo-, ayJHOBU3YaJIbHBIX U
MHBIX MaTepHajOB, COACPIKAIIMX NMPU3HAKH SKCTPEMHUCTCKON JesATeNbHOCTH. B cTartbe
12 ®epepanbHoro 3akoHa «O NPOTHBOIEHCTBHH JKCTPEMUCTCKOH JIEATEIEHOCTID
YCTaHaBJIMBAETCS TMPSAMOM 3alpeT Ha MCIOIb30BaHHE CETEH CBS3M OOMIEro MOIb30Ba-
HUSL IS OCYILECTBIICHUS SKCTPEMUCTCKOI IeTENbHOCTH.

HesakonHas HHpOpMaNHs SKCTPEMUCTCKOTO TOJIKA TIPECiIeyeTCst IpaBOOXPaHH-
TEJbHBIMH OpraHaMH M B HH()OPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIX CETAX OOIIEro
nonb3oBanust (MHTepHeTe), naxke ecin HOCHTENsT HHPOPMALUK CIOKHO OOHAPYKUTH
WM 110 KaKUM-TO NMIPHYMHAM OH HE MOKET OBITh IPE/ICTABICH B MaTepHAILHON (hopme
(mMCK, HAKOIIUTEIb, IUCKETA U T.J1.) CICACTBUIO WX Cy1y. B OCHOBHOM 3TO CaiThl, rzie
BO30YXKIAI0TCS BPAK/Ja U HEHABUCTb K NPEJCTABUTEIAM APYTUX HAPOJIOB, COACPKATCS
TIPHU3BIBBI K OCYIIECTBICHUIO SKCTPEMHCTCKOI esTENBHOCTH, MPEIOKEHHs 00 yCIry-
rax KMIUIEpoB, HHMOPMAIIHS IO MPUTOTOBICHHIO B3PHIBYATHIX BEIIECTB.

Jluia, BUHOBHBIE B HE3AKOHHOM H3TOTOBJICHNH, PACIPOCTPAHEHNH U XPAHEHUH B
LENSIX JaTbHeHIIero pacupoCcTpaHeHNs SKCTPEMUCTCKUX MaTepHalIoB, IPHBICKAIOTCS
K /[MHHUCTPATUBHOI JINOO yrOJIOBHOI OTBETCTBEHHOCTH.

IMPOMMATAHJIA, HE3BAKOHHASA PEKJIAMA
HAPKOTHYECKUX CPEJNCTB
N NCUXOTPOIIHBIX BEIIIECTB

B cuny 1. 1 cratbu 6.13 Kogekca PO 06 aqMHUHUCTPATHBHBIX TPABOHAPYIIEHUSIX
Iporaranzia JIMOo He3aKOHHAs peKsiaMa HapKOTHYECKUX CPEeJICTB, IICHXOTPOIHBIX Be-
IECTB BIICYET HAJOKEHUE aAMUHICTPATHBHOTO MTpada Ha TPaXkaaH B pa3Mepe OT de-
TBIPEX THICSY JIO MISITH ThICSY pyOueil ¢ koHdHCKauueil pekiIaMHON MPOYKIHH U 000-
PYZOBaHUs, UCIOIb30BAHHOIO IS €€ U3rOTOBICHHUS; HA JOJKHOCTHBIX JIULl — OT CO-
pOKa THICSY IO MATHACCATH THICSY pyOIel; Ha TN, OCYIIECTBIAIONUX MPeATPHHAMA-
TENBbCKYIO IEATENBHOCTD 0€3 00pa30BaHus FOPHAMYECKOTO JIUIA, — OT COPOKA THICAY /10
ISITHAECSTH THICSY pyOuIelt ¢ KoHpHCKanyel pekIaMHON IPOIYKIIHH  000pyJ0BaHYS,
UCIOJIB30BAHHOTO JUIS €€ M3TOTOBICHUS MO0 aAMUHUCTPAaTHBHOE MPHOCTAHOBICHHE
JeSITENBHOCTH Ha CPOK /10 JIEBSHOCTA CYTOK C KOH(HUCKAILMEH PeKIaMHOM MPOTyKIHH
1 000pyI0BaHHUS, HCTIOJIB30BAHHOTO JUIS €€ M3TOTOBJICHHUS; HA IOPHANYECKUX JIUI] — OT

5



BOCBMHCOT THICSY 10 OHOTO MIJITHOHA pyOIiell ¢ KOH(pHCKAIMel peKIaMHON MPOIyK-
UK ¥ 000PYyJ0BAHUS, UCTIOIb30BAHHOTO JUIsl €€ H3TOTOBIEHHUS, JINOO aIMUHUCTPATHB-
HOE NPHOCTAHOBJICHNE AEATENHHOCTH Ha CPOK 0 JEBSHOCTA CYTOK ¢ KOH(HCKarmeit
PEKIIAMHOM TIPOAYKINU H 000PYAOBAHNSI, HCTIOIB30BAHHOTO IS €€ U3TOTOBICHUS.

B coorBercTBUM ¢ oM. «O» 1. 2 cratbu 228.1 YronosHoro koxexca PD cObiT
HApKOTHYECKUX CPEICTB, IICHXOTPOIHBIX BENIECTB MM HX aHAJIOTOB, COBEPIICHHBIH C
HCTIONIb30BAaHUEM CPE/ICTB MACCOBOM MH(POPMAIIUHK OO0 IEKTPOHHBIX WK HHOpMa-
[IMOHHO-TEJIEKOMMYHHUKALMOHHBIX ceTel (BKoyas ceTh MIHTEpHET), — HaKa3bIBaeTCs
JIMIIEHNEM CBOOOJBI Ha CPOK OT IIITH JI0 JBEHA/LATH JIET co mTpadom B pasmepe 10
ISTHCOT ThICSY pyOieil nim B pazmepe 3apaboTHOM MIaThl MIIM HHOTO JJOX0/a OCYKICH-
HOTO 3a MEPHOJI 10 TPEX JIET JTMO0 O€3 TAKOBOTO U ¢ OTPAHUYCHUEM CBOOO/IBI HAa CPOK 710
OJIHOTO roja b0 Oe3 TaKOBOTO.

KJIEBETA B CETH HHTEPHET

CBezieHHs IPU3HAIOTCS TOPOYAIINMH YECTh, JOCTOMHCTBO N IEJIOBYIO PEITy-
TAIUIO, €CITH OHU HE COOTBETCTBYIOT AEHCTBUTEILHOCTH, MPHIEM OpeMst TOKa3bIBAHUS
JIOKUT Ha CyOBEKTE, UX PACHPOCTPAHSIOIEM, B cOOTBeTCTBUE ¢ 1. 1 ¢T. 152 T'K PO.
[MopoyanmmMu SIBISIOTCS CBEACHHS, COJEPKAIINE YTBEPIKICHAS O HAPYLICHHU CYOb-
€KTOM WM OpTaHW3aluell IeHCTBYIONIEro 3aKOHOAATENbCTBA MM MOPANbHBIX MPUH-
IUIIOB (O COBEPUICHHUH HEYECTHOI'O MOCTYIIKA, HEIPABUJIBHOM ITOBEACHUU B TPYJ1I0BOM
KOJUICKTHBE, OBITY) M ApyTHe YTBEPXKICHUS, MOPOYAIIHEe MPOHU3BOJCTBEHHO-XO3SH-
CTBEHHYIO U OOIIECTBEHHYIO AESTENBHOCTD, JENOBYIO PEMyTAINIO, YMATAIOIHE YeCTh
U JI0CTOUHCTBO.

K pacnpocTpanenuio cBe/IeHNH, TOPOYAINX YECTh U JJOCTOMHCTBO TPaKIaH HITH
JIETIOBYIO PEIyTAIHIO TPXAaH U opuandeckux jui, [1nenym Bepxosaoro Cyna PO
OTHOCHUT B TOM YHUCJIE U PACIIPOCTPAHEHUE B CETU I/IHTepHeT.

B cootserctBum co ct. 151 u 152 'K PO ucren B cyze MoxeT TpeOOBATE:

1. mpeceyeHns AaTbHEHIIETro pacnpocTpaHeHns nHpopManuu B CeTH, a Takxke ee
OIPOBEPIKEHUE TEM HKE CIIOCOOOM, KOTOPBIM OHa OblIa PaCIpPOCTPAHEHA;

2. VMYIIECTBEHHON OTBETCTBEHHOCTH OTBETYHMKA (KOMIIEHCAIWS MOpPAIBLHOTO
Bpeia, BO3MeNIeHNE YOBITKOB).

B cootBerctBuu ¢ u. 2 cr. 128.1. YK PO kinesera, conepxaruascs B my0anaHOM
BBICTYIUICHUH, ITyOIHTHO IEMOHCTPHPYIOIIEMCS TIPOM3BEICHUH MU CPeICTBAX Macco-
BOI MH(pOpPMaNNH, HaKa3bIBaeTCs mMTpadoM B pa3Mepe J0 OJHOT0 MIJUIHOHA pyOneit
WK B pazmepe 3apaboTHOM IIaThl WIIM MHOTO J0X0/a OCYKJIECHHOTO 32 HEPHO 10 OJI-
HOTO roj1a JIn00 00s3aTeNbHEIMU paboTaMy Ha CPOK JI0 ABYXCOT COPOKA YacoB.

MOIIEHHUYECTBO, CBA3AHHOE
C BJIOKUPOBAHHUEM ITPOT'PAMMHOI'O OBECIIEYEHUSA
KOMIIBIOTEPOB
MOJIb30OBATEJIEM CETH HHTEPHET

B HacTosmee BpeMsi JOCTaTOUHO PACIPOCTPAHECHHBIMHU SIBISIIOTCS CIydaud MO-
[ICHHUYECTBA, B OCHOBE KOTOPOTO JISKHT HCIOJIBb30BAaHUE BPEIOHOCHBIX IMPOTPAMM
C 1eNbI0 OJOKMPOBaHUA MPOTPAMMHOTO 00ECTICYEHHS! KOMIIBIOTEPOB IOJIb30BaTENeH
cern MurepHer. C npaBoBOi ITO3UIIMH OITMCAHHBIE JICSTHHS HE00X0IMMO KBATTU(QHUIIHPO-
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Bath 110 cT. 272 YK PO — «HenpaBoMepHbIi JOCTY K KOMITBIOTEPHOH HHpOPMAIUNY,
o c1. 273 YK P® — «co3nanue, UCHOIb30BaHUE M PACIPOCTPAHEHHE BPELOHOCHBIX
KOMITBIOTEPHBIX IPOTPaMM», @ B CITydasX KOTJa, yKa3aHHOE IPaBOHAPYIICHHE TTOBJICK-
110 3a c000¥ XMII[EHUE UYyKOT0 HMYIIIECTBA WM NPUOOPETEHNE TIPaBa Ha qy»kKOoe UMyIIle-
CTBO, — 110 CT. 159.6 YK P® «MomnreHHNYeCcTBO B chepe KOMITBIOTEPHOH HHPOPMALIINY.

XUHIEHHS, COBEPITAEMBIE C IOMOILIbIO
CETU UHTEPHET 1 KOMIIBIOTEPHOU TEXHUKHA

Llenb (pMHAHCOBBIX NMPECTYILICHUH, COBEPIIAEMBIX B KOMITBIOTEPHOH CETH, — I10-
Jy4eHUEe HE3aKOHHOH BBITO/IBI C MOMOIIBIO KOMITBIOTEPHBIX TEXHOIOTHH.

B 3aBucuMocTH 0T criel)HKH COBEPIICHHUS TaKHE IESTHHS KBATH(UIUPYIOTCS IO
cT. 158 YK P® — «Kpaxar, nno ct. 183 YK P® — «HezaxkoHHbIe HoIyueHHE U pa3rialie-
HHE CBEJICHUH, COCTABIIAIOIINX KOMMEPUECKYI0, HAJIOTOBYIO MM OaHKOBCKYIO TaifHY»,
o c1. 187 YK P® — «HenpaBoMepHsIit 000poT cpencTs miarexei» u mo cr. 272 YK
P® — «HenpaBoMepHBIN TOCTYI K KOMIBIOTEPHONH HH(POPMALIINY.

HAPYHIEHUE ABTOPCKUX ITPAB
B CETU UHTEPHET

Topueckoe npomsBeeHue, 3aGUKCHPOBaHHOE B U(POBOH (opme, MPHU3HACTCS
00BEKTOM aBTOPCKOTO MpaBa. JJaHHOE MPaBHIIO 03HAYAET, YTO MOPSI0K HCTIOIb30BAHNUS
nponsBezieHns B VIHTepHETe (Iaxke eciy Takoe Npon3BeieHHe, KpoMe kak B IHTepHeTe,
00JIbIITe HUT/IE HE CYIIECTBYET) SBIACTCS TOYHO TAKMM K€, KaK U B CITy4ae HCIOJIb30Ba-
HUS JTF000T0 IPOU3BEJICHNUS B PEATbHOM MUPE, @ HE B BUPTYaTbHOM.

3a HapylIeHHe aBTOPCKUX M CMEKHBIX IPaB, a TAKXKE M300peTaTeNbCKuX U Ia-
TEHTHBIX NPaB Ha MH()OPMAIMOHHBIH 00BEKT (IPOU3BEICHNE), Pa3MEIICHHBIH U pac-
MpOCTpaHsAeMblil B ceTr FIHTepHET, 3aKOHO/aTeIbCTBOM TIPE Ty CMATPHBAIOTCS TPaXKaaH-
CKO-IIpaBoBas (IpeceyeHre MPOTUBONPABHBIX ACHCTBUM, IPEKpaleHUE JeATeIbHOCTH
IOPHAMYIECKOT0 JIMIA WM HHANBUIYAIBHOTO MPEANPUHIMATEIS, BO3MEIIEHHE BPpe/a B
HaType, BO3MEIIEHNE NPUUNHEHHBIX YOBITKOB, KOMIIEHCAIMS, aPECT U YHUUTOKECHHE
KOHTpa(aKTHBIX MaTepHaJIOB 0e3 KOMIICHCAINH, YHHUITOKEHHE 000pyJOBAHNS 32 CUET
Hapymmrens — ct. 12, 1082, 1302, 1252 I'K P®; kommneHcanus MOpaabHOTO Bpeia — CT.
151 TK P®), agmMunucTpaTiBHAs (aIMHHUCTPATUBHBIN WITPad, KOHPUCKALMS OPY AU
WK TipeaMeTa npaBoHapyuieHus — ct. 7.12 KoAIl P®) u yronosHas (mrpad, apecr,
JMIIeHne cBobopl — cT. 146, 147 YK P®) oTBeTCTBEHHOCTS.

Kpowme Toro, cneyer HoMHUTB, 4TO MPOTPAMMBI, KHUTH, MY3bIKY, KOTOPBIE MOJIb-
30BaTeNb UIIET B VHTEpHETE ¢ NMOMCKOBBIM 3alPOCOM «CKadaTh OECILIaTHOY», MOTYT
CoJIepKaTh BUPYCHI U TOITMCKA HAa KOHTEHTHBIE CEPBHUCHL.



NEPCOHAJIbHBIE JAHHBIE
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2.1. Yo Takoe nepcoHaIbHbIC JAHHBIE H 104eMY OHH TAK BaXKHbI?

Cornacuo ®enepanbromy 3axkony Ne 152-D3 «O nepcoHaTbHBIX AaHHBIX»:

Iepconansnsie dannvie — n106as unGopmayus, OMHOCAWASCS K NPAMO Ul KOC-
6EHHO ONPeOeeHHOMY ULl ONPedelseMoMy puzuueckomy auyy (CyoveKkmy nepcoHanb-
HbIX OAHHbIX).

T.e. nepcoHabHBIC JaHHBIC — 3TO0 HH(OPMAIHS O KOHKPETHOM YeloBeke. JTO
Te JIaHHbIE, KOTOPBIC TO3BOJISIIOT HAM Y3HATh YEJIOBEKA B TOJIIE, HACHTH(OUIMPOBATh U
OIPE/IETUTh KAK KOHKPETHYIO JTUYHOCTh. TaKuX MACHTHOHUIMPYIOUMX JAHHBIX OrPOM-
HOE MHOKECTBO, K HUM OTHOCATCS: (paMUIIHs, UMS, OTYECTBO, 1aTa POKJICHHUS, MECTO
POXJICHHS, MECTO JKUTENIBCTBA, HOMEp TeiedOHa, aapec HMEKTPOHHOI 1MouThl, HOoTo-
rpadus, BO3pacT U 1p.

I[TepcoHanbHble IaHHBIE HE CTOMT IyTaTh C JWYHBIMU JTaHHBIMH. JINUHBIC JaH-
HBIC — 3TO BOOOIIE COBOKYITHOCTh BCEX JAaHHBIX 0 moib3osareie B Ceru. Hampumep,
JIaHHBIE O TEOJOKAI[MH, CTATHCTUKA 110 HANOOJIee MOCEeNIaeMbIM HHTEPHET-CTPAHUIIAM,
(ororpaduu u T.1.

KoMy HY:KHbBI BalIu mepcoHabHbIe JaHHbIe?

*  80% npecTymHUKOB OepyT HH(POPMAIIHIO B COLICETSX.

*  JInunast uHGOPMALUSI UCTIONB3YETCS TS KPaXKH MapoIeii.

*  Jlnunas nHGOPMALHS HCIIONB3YETCS ISl COBEPLICHHS TAKKX MPECTYIIICHHUI,

KaK [IAHTaX, BLIMOIaTeIbCTBO, OCKOPOJICHHE, KIIEBETA, KUIHEIIIIMHT, XUILEHHUE.

Oreparops! ¥ UHbIE JIHIIA, TTONYYHBIIHE TOCTYI K TIEPCOHAIBHBIM JTaHHBIM, 00sI-
3aHbI HE PACKPBIBATH TPETHHM JIULAM U HE PACTIPOCTPAHSTH EPCOHATBHBIC JAHHBIC O€3
cornacusi CyObeKTa MepCoHAbHBIX IaHHBIX, €CIIH HHOE HE MPELYCMOTPEHO (eepalib-
HBIM 3aKOHOM.



CyOBeKT TepcOHANBHBIX TAHHBIX MPUHIMAET PEIICHHE O MPEeJOCTABICHUH €TO
TNIEPCOHANIBHBIX JJAHHBIX U JIa€T COINIACUE HA NX 00paboTKy cBOOOIHO, CBOECH BONCH U B
CBOEM HHTEpece.

O0paboTKa IepCOHANBHBIX TaHHBIX JIOMYCKACTCS B CICAYIONIHX CIydasx:

1) 06paboTKa MepCOHaNbHBIX JAHHBIX OCYIIECTBISETCS C COIIAcHsl CyObeKTa ep-
COHAJIGHBIX JJAHHBIX Ha 00paboTKy €ro nepcoHaIbHBIX TaHHBIX;

2) 00paboTKa TepCOHATBHBIX JAHHBIX HEOOXOOMMa UL JOCTWKCHHS LeleH,
IPEeIyCMOTPEHHBIX MEXIyHapOIHBIM aoroBopoM Poccuiickoit deneparmu nim 3a-
KOHOM, Ui OCYIIECTBICHHMS M BBITIONHEHUS BO3JIOKEHHBIX 3aKOHOJATEIHCTBOM
Poccwniickoit denepannn Ha oneparopa GyHKIUH, TOTHOMOYHI 1 00S3aHHOCTEIT;

5) 0OpaboTKa MepCOHANBHBIX TAaHHBIX HEOOXOAUMa ISl UCIOTHEHHUs JIOrOBOpa,
CTOPOHOHM KOTOPOTO JIMOO BBITOZONPHOOpETATeNeM MM IIOPYYHTENeM MO KOTOPOMY
SIBISIETCS CYyOBEKT NMEpPCOHANBHBIX JAHHBIX, a TAKKe JUIS 3aKIIOUCHHS J0TOBOpA IO
MHULMATHBE CyObeKTa MEPCOHANBHBIX JAHHBIX WM JIOTOBOPA, 10 KOTOPOMY CyOBEKT
NIEPCOHAJIBHBIX JAHHBIX OY/IET SBIISTHCS BBITOIONPHOOPETaTENeM HIIH OPYINTEIIEM;

6) 00paboTKa IepCOHATBHBIX JAHHBIX HEOOXOIMMA TS 3aIUTHI JKU3HH, 30POBbS
WJIA UHBIX KU3HEHHO BAXXHBIX MHTEPECOB cy61;el<Ta NEPCOHAJIbHBIX TAHHBIX, €CJIU M0~
JIy4eHHUE corIacus cyObeKTa NepCOHANBHBIX JaHHBIX HEBO3MOXKHO;

7) 006paboTKa MepCOHANBHBIX JAHHBIX HEOOXOIMMA ISl OCYLIECTBICHHS MPaB 1
3aKOHHBIX MHTEPECOB OINePaTOpa WK TPETHUX JIUL JIUOO IS JOCTHKEHHUs 00IIEeCTBEH-
HO 3HAQYMMBIX IIeJIeH TIpH YCIIOBHH, YTO IIPU 3TOM HE HapyIIaroTcs IpaBa U CBOOOJBI
CyOBeKTa IepCOHATBHEIX JAHHBIX;

11) ocymectaisiercst 00paboTka NEPCOHATBHBIX AAHHBIX, MOJIEKAIIHNX OIyOIn-
KOBAHHIO WJIN 00513aTeIEHOMY PaCKPBITHIO B COOTBETCTBUH C (DeaepPaTbHBIM 3aKOHOM.

2.2. Kak 3a1l0UTHTH CBOM NMEPCOHAJIBHbIE JaHHbIe?

B abcomoTHOM GOJBIIMHCTBE CIIyYaeB MBI CAMHU YKa3bIBAGM CBOH NEPCOHATBHBIC
JIaHHbIE TIPY PETUCTPAllU Ha caiiTax, oOpMIIEHNH 3aKa30B B HHTEPHET-MarasuHax,
3aMOJTHEHHUH NPO(UIIS B CONUANBHBIX CETSIX MM JJaXKe MPH COCTaBICHUH ITOMCKOBOTO
3ampoca.

OOparuTe BHUMaHKE, NPOJOIKask PETUCTPALIUIO Ha JII0OOM caiiTe, BBl Coialiae-
TECh C IIOJIB30BATENBCKIM COTVIAIIIEHNEM, CTaBs «TAJIOUYKY) IIPH 3alOJTHEHNH €T MOJIeH.
OOGBIYHO ITOTO TOCTATOYHO, YTOOBI Pa3PELINTh BIAACNIbIAM CaliTa HCHOIH30BaTh BBE-
JIeHHbIE BaMU JAHHBIE TIPU PabOTE € €0 CEPBHCAMMU.

Takum 06pa3oM, IOIb3YsCh CAHTOM HIIH YCIIyTOH, BBl COIIAIIAETECh HA Nepenady
U XpaHEHUEe BAIlNX JAHHBIX, OyAb TO JaTa pOXKACHHUs, HOMEp MOOMIBLHOTO TenedoHa,
THepercKa 1 Mo0ble Apyrue TaHHbIe TUYHOTO XapakTepa. Bzamen nx o0s3yrorcs xpa-
HHTh B KOH(UICHIMAILHOCTA M HU B KOEM CiIydae He pasmiallaTh TPETHHM JIMIAM.
OJHaKo Ha Jiene 9T0 He BCEI/[a TaK — JaJeko He BCeTa CTOPOHA, OTBETCTBEHHAs 3a Xpa-
HEHHE BallINX MEePCOHANBHBIX JAHHBIX, JOOPOCOBECTHO BHIMOTHSET CBOU 00S3aHHOCTH.
Kpome Toro, HUKTO He 3aIIHILIEH OT B3JI0Ma 0a3 JaHHBIX, COAEPIKALINX NIEPCOHAIbHYO
MH(OPMAIHIO, HIIM TPOCTHIX OMHIOOK M 4YenoBedeckoil onpomerdnBoct. Hampumep,
PETHCTPUPYSCh UM aBTOPU3YACH Ha caiiTe yepe3 COLMANbHYIO CETh, BBl pa3pemiaeTe
CalTy NOJTy4NTh BAIlM JNYHBIE JAHHBIE, 1 TOYHO HEM3BECTHO, KaK OH Oy/ieT MMM IT0JIb-
30BaThCs. TOUHO Tak ke 000 Balll 3BOHOK B Mara3yH WIIH CaJOH aBTOMAaTHYECKH BHO-
CHT Ball HOMep B 06a3y Mmosb3oBareseil 3Toi KOMIaHuu.
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CaenoBaHHe HeCKOJIbLKHM MPOCTBIM COBETAM BO MHOI'OM COKPATHUT YIpo3y
HE3AKOHHOI'0 UCIIOJIb30BAHUS BAIIIUX MEPCOHAJTBbHBIX JaHHBIX:

1. Orpanuusre o0beM uH(OpMamuu o cebe, Haxoxsiuedcs B MHTepHere.
Vnanmute munrane dororpadum, Buseo, agpeca, Homepa TeneoHOB, 1aTy PoxKIe-
HUSL, CBEJICHUS O PORHBIX M ONU3KUX U HHYIO TNYHYIO HH)OPMAIIHIO.

2. He ormpasisiite Buzieo U potorpaduu JIFOSM, C KOTOPBIMU BbI [TO3HAKOMH-
nmch B VIHTepHETE 1 He 3HAaeTe UX B PeaIbHON KU3HH.

3. OtnpaBnsist KoMy-T00 CBOH MEpCOHATbHbBIE JaHHBIC MM KOH(PHICHIHAb-
HyI0 HH(OpPMALHIO, YOIUTeCh B TOM, 4TO aipecar — JIeHCTBUTEIBHO TOT, 38 KOT0
ce0st BBIIaeT.

4. Ilpm HeoOXOmMMOCTH pa3MelIeHUs OObsBICHHS B MHTepHETEe BOCTIONB3Yii-
Tech BPEMEHHOI CUM-KapToi 1 BBIyMaHHBIM UMEHEM. MOXKHO TaKKe BOCIOJIb30-
BaThCs yCIIyroi «BTopoit HoMepy, KOTOPYIO MPEA0CTaBISIOT HEKOTOPBIE OIepaTo-
PBI MOOMITBHOH CBSI3U. DTa yCIyra HO3BOISIET MOAKIIOUNTS B «JInunoM kabuHeTe»
BTOPOi HOMEP TOJIbKO Ha IpreM 3BOHKOB U CMC. 3BOHUTH ¢ HEr0 HE HOIyUYUTCS.
5. Hcmomb3yiite TONBKO CIOXKHBIE TAPOJHU, PasHbIE IS Pa3HBIX yYETHBIX 3a-
nmceii u cepBucoB. [loap30BaTeny, KOTOPbIE UCTIONB3YIOT ONH U TOT XKe Mapolib
JUIA BCEX CEPBHUCOB, IPU KOMIIPOMETALMU XOTA 6]>l OAHOI'0 U3 CEPBUCOB MOI'YT
HOTEPSATH JOCTYII KO BCEM CBOMM YYETHBIM 3amucsiM. [I0BTOpHOE HCIIONb30BaHMEe
Haposneil KaTerOpUYECKHU 3aMpeIieHo.

6. PeryaspHo MEHsHTE IaposIy, KeaTelIbHO He PeXe pasza B MECsIL.

7. Ilo BO3MOXHOCTH HCIONB3YHTe IBYX(AKTOPHYIO aBTOPH3ALHMIO — 3TO Me-
TON MICHTU(UKAIMKI TIONB30BATEN B KaKOM-JMOO cepBHce (KaK MPaBio, B
WHTepHeTe) npyu MOMOIIHM 3ampoca ayTeHTU(GUKALMOHHBIX TaHHBIX JIBYX Pa3HbIX
THIIOB, 4TO 00ECTICUMBACT JIBYXCIIOHHYIO, a 3HAYUT, Oosee d3QGEKTHBHYIO 3aIuTy
aKKayHTa OT HECAaHKIMOHUPOBAHHOTO IPOHUKHOBEHHs. Ha mpakTike 370 06b19HO
BBIDVLSIIMT TaK: TEpBBIl pyOeX — 3TO JIOTMH M Mapoiib, BTOPON — CHELUAIbHBIN
koz, mpuxostuil mo CMC nnu a5ekTpoHHOI nmouTe.

8. 3aBexmute cebe aBa ampeca SNEKTPOHHOH MOYTHI — YACTHBIH, VIS IEPETUCKU
(IpUBATHBIN U MaJOM3BECTHBIM, KOTOPBII BBl HUKOTIA HE MyONUKYyETEe B 00IIEI0-
CTYIHBIX CTOYHUKAX) W ITyOIMYHBII — JUISl OTKPHITON JesATeIbHOCTH ((POpyMOB,
YaToB U TaK Jajee).

YTo nenaTh, eI BbI CTAJIY KEePTBOIi HAPYIIEHHS B 00J1ACTH MEPCOHATBHBIX
JAHHBIX?

B mepByro odepenr BaM HEOOXOAUMO OOPATUTHCS B YIOMHOMOYEHHBIH OpraH
B chepe MepCOHANBHBIX JJAHHBIX — POCKOMHA/I30p, a TOUHEE, €r0 TepPHTOPUAIBHOE
VYnpasnenue.

B nensix 00beKTHBHOTO U MOJTHOTO PACCMOTPEHHUSI BaM HEOOXOMMO YKa3aTh Clie-
IYIOIIYI0 HH(POPMALIHUIO:

1) mepeyeHb MEPCOHANBHBIX AAHHBIX, HEIPABOMEPHO 00pabaThIBACMBIX Ha Caii-
Tax B cetu UHTepHeT;

2) cBeleHUs O TOKYMEHTE, YAOCTOBEPSIOIIEM Bally JMYHOCTH (KOITHHU CTPAHHI]
HacIopTa), 1715 MOATBEPKACHNS PUHAICKHOCTH MEPCOHATBHBIX TaHHBIX, HEIIPABO-
MEpHO pa3MEIEeHHbIX Ha caiiTax B ceTH VIHTepHeT, K BaM Kak K CyObeKTy MepcoHalb-
HBIX JaHHBIX;

10



3) TouHbIE U JOCTYIIHBIC aJpeca CTPaHHIL[ CAlTOB (yKa3aTelu CTPaHUL CallTOB B
cern Uurepuer — URL), comepixanme He3akoHHO oOpabarbiBaeMble (pa3MeIEHHBIE)
HEPCOHAJIBHBIC JaHHbBIC, MO3BOJSIOLIME OCYIIECTBHTH MPOCMOTDP [aHHBIX CTPAHHIL
VipapneHneM, a TakKe CHUIMKH 9KpaHa ¢ JaHHBIMU CTPaHUL[AMH, COAepIKallue B cebe
HOJHBIN afpec crpanusl caiita (URL) u matel myOnukanum mocToB/cooOmIieHni, co-
JIepKalUX HE3aKOHHO 00padarbiBacMble (pa3MeIlEHHbIC) MEPCOHANBHBIC JaHHbIC Ha
TEKyIIHit MOMEHT BPEMEHH (J1aTa) U IPYyrHe CBEACHMUS, MOATBEPK/IAIOIINE HAPYIICHHS
TpeOoBaHHIT 3aKOHOIATEIHCTBA B 00IACTH TIEPCOHANBHBIX JIAHHBIX (BHIE03aINCh dKpa-
Ha C IHCTBUAMH, MO3BOJISAIOIIMME 3a()HKCHPOBATh HAPYLICHHS | T.IL.);

4) cBeleHMS, YNOJIHOMOYMBAIOLIME BAC MPEACTABIATH MHTEPECHl (U3NYECKHX
JIHIL (KOTTHH JTOBEPEHHOCTEH ), epCOHAIbHBIE JaHHBIE KOTOPBIX pa3MeIeHbI Ha caiTax
(B cityyae HapyILICHHs MX HPaB Kak CyObEKTOB EPCOHAIBHBIX JAHHBIX ).

JlonoTHUTEILHO ClIeIyeT NPeACTABUTH (IPU HAJTUYMH):

- CBEJICHWS, MOATBEPIKAAOIIIE (aKT HANpPaBICHUS BAaMH B alpec aJIMHHUCTpA-
LUK caiiTa (najee — oneparop) TpeOOBaHUs 00 YHHYTOKEHUH BAaLIMX IEPCOHAIBHBIX
JIAHHBIX C YKA3aHHEM Ha WX HE3aKOHHOE ToydeHue (0e3 COmacus) onepaTropoM Win
C YKa3aHHEM TOTO, YTO OHM HE SBJIAIOTCS HEOOXOAMMBIMH JUIS 3asBJICHHOW IIeMH 00-
paboTKH (IPEeCTABISIETCS MPH BO3MOXKHOCTH HAMPABICHUSI YKa3aHHOTO TPeOOBaHNS);

- OTBET OIepaTopa Ha Ballie TpeOOBaHUE 00 YHUUTOKCHHUH BAIIUX MEPCOHATBHBIX
JTAHHBIX (TPY HAJIMYUH).

Oébpawaem enumanue na mo, YUMo 6ce UMEIUUECA C6EOCHUA 00THCHBL OblMb
npedcmasnensl 6 aopec Ynpaeienus eOuHospemenno!

B ciydae ecnu mo pesysprataM mpoBepku YipasieHne PockoMHa130pa BEISBUIIO
HapyIIEeHUE, BBIIACTCS IPEANUCaHIe 00 ero yCTpaHeHHH.

Ecmu Yipasnenue PockomHaa30pa He YBHIEIO HAPYIICHUS, BHI MOXETE 00pa-
THUTBCS B IICHTPAJIBHBIN armapar JaHHOTO BEIOMCTBA.

[Tomumo 3TOTO, BCE CyOBEKTHI EPCOHATIBHBIX JAHHBIX HMEIOT IPABO Ha 3aIIUTY
CBOMX TIPaB M 3aKOHHBIX MHTEPECOB, B TOM YKCIIC HA BO3MCIICHUC YOBITKOB M (WIIH)
KOMIIEHCAIIIO MOPAIBHOTO BpeZia B CyIeOHOM TOPSIZIKE.

OTBETCTBEHHOCTh 32 HAPYLICHHUE 3aKOHOAATEIbCTBA O MEPCOHAIBHBIX JAHHBIX
npeaycmarpuBaercs B cootBeTcTBur co cT. 13.11 Komekca 00 aaMUHHCTpPaTHBHBIX
npaBoHapymeHusx PO.
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MOLIEHHWYECTBO B CETW UHTEPHET

3.1. Kak JeiicTBYIOT MOLIEHHUKH

MOolIeHHUKY 04€Hb XOPOIIO 3HAIOT IICHXOJIOTUIO JIOAEH M YMENO UCIOIb3YIT
BCIO JIOCTYNHYIO MH(OpMAIHIO, BKIIIOYAsi Ty, KOTOPYIO JKEPTBA MOLICHHUYECTBA He-
BOIBHO BBIAAET mpu oOmennn. B opranmsanum Tene(OHHBIX MaXMHALUN y4acTBYIOT
HECKOJIbKO IpecTynHUKOB. OUeHb 4acTo B TaKUe IPYIIIBI BXOAAT 3JI0YMBIIUIEHHUKH,
OTOBIBAIOMINE CPOK B UCIPABUTEIEHO-TPYAOBBIX YUPEHKICHHUSX.

MoleHHHKH HCIOJb3YIOT CIeIyIoIHe MOTHBbI:

B 0OecroKoiCTBO 3a ONU3KKMX U 3HAKOMBIX;

B OecrokoiCTBO 3a CBOM Telae(oHHBIH HOMep, CUET B OaHKe Wi OAHKOBCKYIO

Kapry;

B jxenaHue BBIMTPATh KPYIHBIN MTpU3;

B 11000IIBITCTBO — KEJTAHHUE MOTYUUTh JOCTYII K KAaKOH-TH00 HH(pOpMAINH;

B xenaHWe TOMOYb OOTBHBIM JIETSIM HIIH JIFOZSIM, TTOCTPAIABIINM OT CTHXUHHBIX

OencTBHIL.

ConyanbHble CETH SBISIOTCS Kiaje3eM HWHGOPMALMH JUIS MOLICHHUKOB.
Pa3memnast qaHHBIE 0 ceOe HA CBOMX CTPAaHMYKAaxX, MBI HE 3a[yMBIBAEMCSI O TOM, KTO
MO’KET 3THM BOCIIOJIb30BaThCs. MexkK 1y TeM UMEHHO Onarojapsi HaM CaMUM MOLICHHH-
KaM O0OBIYHO HE COCTABIIIET TPY/Ia y3HATh HH(POPMALUIO O POICTBEHHNKAX, KOHTAKTaX,
YBIICUCHHAX CBOEH MOTEHIIMAILHON JKEPTBHI U IIPH BEIMAHUBAHHUH JIEHET BHYIIUTH 10-
BEpHE 3HAHUEM €€ JINUHOM JKU3HU.

3.2. Buap! unrepHer-moumennnyecrsa. Kak zamururs ceds?

Haubonee pacnpoCTpaHCHHBIMU BUJaMU MOIICHHUYECTBA Ha I[aHHBIﬁ MOMCHT
SABIIAOTCA:
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TenegoHHOE MOLIEHHUYECTBO

CymecTBytoT Hanboee pacnpoCTpaHEHHBIE CXEMBbI Tele(OHHOTO MOIICHHUYE-
cTBa. BapnaHToB TOTO, KaK MPEACTABAT BaM MX MOIIEHHHKH, 04€Hb MHOTO, HO CyTh HE
MEHsIeTCsl.

B O6man no Tejedony. C Bac MOTyT MOTpeOOBaTh BBIKYI WIIH B3ATKY 32 OC-
BOOOXICHHUE SIKOOBI 13 oTAeaeHus nonuiuu wiu ¢ mecta JATII Bamiero poncTeen-
HuKa. UTo Jenarh: B 9TOM Cliydae TIABHOE HE MAHWKOBATh, IIO3BOHUTH CAMOMY
POICTBEHHHKY, €CIIM HE OTBEYAET, TO MOMBITATHCA HAWTH €ro Yepe3 Apy3eil u 3Ha-
KOMBIX.

B CMC-npocs6a o momourn. TpeOoBaHHe MEpeBECTH ONPEACIEHHYIO CyMMY
Ha yKa3aHHbII HOMEp C MCIOJIb30BAHUEM OOPAILECHUS «MaMay, «APYT», KCHIHOK)
u T.I. YTo menath: He CIeIINTe IePeBOJNTh JICHBIH, YOeUTeCh, YTO B HUX JeH-
CTBUTENIBHO HYKJACTCs Balll POICTBEHHUK HIIM 3HAKOMBIHA.

B Tenedonuslii Homep-rpadureib. [natHbIi HOMEp, 32 3BOHOK Ha KOTOPbIH
co cuéra CIUCHIBACTCS JICHEKHAs cyMMa. UTo fenarTh: He Iepe3BaHUBAITE Ha He-
3HaKOMBIe WK npeiokerHsie B CMC-coo0menusx Homepa Tene(oHoB.

B Bpmurpsim B J0Tepee, KOTOPYIO SIKOObI MPOBOINT PAJHOCTAHINS HIH
omnepartop cBsi3u. Bac MOTyT HOMPOCUTH OIIIATHTH MONIINHY, HAJIOT U T.II., TIepe-
BECTU CYMMY Ha ONpeIeNEHHbINA CUET, COOOIIUTh MPUILEAIINIT Ha Teae(OH KOJ.
Yro nenarh: He CHEIIUTE MePeBOIUT IEHbTH MIIH COOOIIATh KaKHe-JIM00 JaHHbIE
o Tenedony. [To3BoHHTE MO OHUIIHANTBEHEIM HOMEpaM (YKa3aHHBIM B CIIPABOYHH-
Kax, Ha caiiTax) KOMIIAHUH — OPTraHU3aTOpa JIOTEPEH MM KOHKypca, yOeauTech B
TOM, YTO Bac He OOMAHBIBAIOT.

B [litpadHble cAaHKIMH M YTPO32 OTKJIIOYEHUs] HOMepPA SKOOBI 32 HapyIIe-
HHUE JI0TOBOPA C ONEepaTopoM Balel MOOMIBHOM cBsA3H. UTO jenars: M03BOHUTE
CaMH CBOEMY OIIepaTopy 110 O(QHIHaIEHOMY HOMEPY, YTOYHHTE HH(OPMALIHIO.

B OmuboyHbIi nepeBoJ cpeacTB. Bac mompocsr nepeBecTH sKoObl OLIN-
00YHO TepeBEeNEHHBIC CPEICTBA, a 3aTeM JONOJTHHUTENFHO CHUMYT JIeHBIH. UTo
JieJIaTh: UTHOPHPYITE MONOOHBIE cOOOmeHNsT Wi (eciu 3TO TenedoHHBIH pas-
TOBOp) IOCOBETYMTE JUIs BO3BPATA OLIMOOYHO MepeBeIEHHOM CyMMBbI 00paTHTHCS
K OIepaTopy CBSI3N.

Mo1eHHHYeCcTBO ¢ 0aHKOBCKUMH KapTaMH

Hau6os1ee nony.sipHbie c110co0bl MOLICHHUYECTBA ¢ 0AHKOBCKHMH KApTaMMu:
B CMC-coobmieHre o OMOKHPOBKE OAHKOBCKOM KapThl, O HECaHKIMOHUPO-
BAHHOM JIBI)KEHHH JICHEKHBIX cpeacTs, cmeHe [IMH-xona, okoHuaHHMH cpoka
JeifCTBHSA KapThl U T.1. ¢ TpeOOBaHUEM IepEeiiTH 10 CChIIKE MM MEePe3BOHUTH 110
yKa3aHHOMY Tene(oHy.

B TenedoHHbI 3BOHOK «PaOOTHIKA OaHKay, TOTCHIIMATIBHOTO «IIOKYATEIIs C
HpE/UIOKEHHEM TIPOUTH K OnmmkaiinieMy 6aHKOMATy U COBEPIIHUTH MAHHITYIISIIHH
¢ OaHKOBCKOM KapToif BO M30eKaHKEe KaKUX-THO0 MOCIEACTBHIIA, BHCCCHNUS aBaHCa
U T.IL
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Il.]'lﬂ COXPAaHHOCTH BalllUX CPEIACTB co0.10/1aiiTE OCHOBHbIE npasBuJja oe3zomac-
HOCTH:

B Huxomy He cooOmaiite coii [TMH-kox, naxe paborHukam Oanka. He BBO-
nute [TMH-xox npu pabote B cetn VIHTepHET, OH MOXKET OTPEOOBATHCS TOIBKO
MOIICHHUKAM.

B CMC-coo0mieHus 0 TPOBOAUMBIM ONEpaLAM 110 OaHKOBCKHUM KapTam pac-
CBUTAIOTCSL C OTPEIENEHHBIX KOPOTKUX HoMepoB (CoepOank — 900). s cBszu ¢
6aHKOM HEO0OXOIHMO UCIIONBb30BaTh OuLHaIbHbIe HoMepa KOHTaKTHOTO LIeHTpa,
yKazaHHble Ha OaHkoBckol kapte. Ecin B CMC-coobmieHnn o O10KMpoBKe Kap-
THI, IBI)KEHNH JICHE)KHBIX CPEJICTB YKa3aH APYyroil Homep, 0 KOTOPOMY Ipeia-
raeTcs MO3BOHHUTB, TO 3TO MOLICHHUKH.

B B ciayuae BO3HUKHOBEHUS MPoOieM y GaHKOMara, He MPUHUMANTE TTOMOIIb
MOCTOPOHHUX, TO3BOHUTE B KOHTaKTHBII IEHTp OaHKa 10 TelIe(oHyY, YKa3aHHOMY
Ha OaHKOMare.

B  Ecmu kx Bam obparmiuch 1o tenedony, B HTepHeTe, yepe3 colpaabHbIe
CeTH WM APYTUMH CIOCO0AMH ¥ MO PAa3NMIHBIME MPEATOTaMHU TBITAIOTCS Y3-
HaTh JaHHbIE O Ballleil OAHKOBCKOW KapTe (HOMep KapThl, TPEX3HAYHBIN KOI Ha
000pOTHOH CTOpOHE KapThl), KOJ, NPULICIIINI Ha Ball MOOWIBHEIN TelxedoH,
MapOITH WK IPYTYIO TIEPCOHANBHYI0 HH(POPMALHNIO, OYATE OCTOPOKHBI, TO MO-
MIEHHUKH.

B [Ipu TenedoHHOM OOIICHUH HE COBEPIIAITE HUKAKKUX ACHCTBUI y GaHKOMara
M0 MHCTPYKINH «PabOTHUKOB OaHKa», €CIH TOIBKO NAaHHBIH 3BOHOK HE OBLT HHH-
LIUUPOBAH JINYHO BaMU.

B He nepexonute mo ccpuikaM B CMC-coo0meHusx.

B [Ipu nonyuernn CMC-coo0LIcHNUIA O CHATHH JCHEKHBIX CPEICTB C Balleit
0aHKOBCKOH KapThl HEMEIUICHHO o0paiiaiireck B 0aHK, OIOKUPYHTE KapTy.

MomeHHI4YeCTBO B COIMAJIBHBIX CETHAX

MoIeHHUKHA aKTHBHO TIOJIB3YIOTCA COLIMAIBHBIMU CETAMU U PA3JIMYHBIMU CEPBU-
caMu 06H_ICHI/IH, HanpuMmep, caiiTaM¥ 3HaKOMCTB.

IonyasipHbie c0cO0bI MOIIEHHHYECTBA:

B PacnpocTpaHeHHe CCHUIOK Ha BPEIOHOCHOe NPOrpaMMHOe obecrede-
HHe, NopHOrpaguyecKne caiiTbl, MOLIEHHHYECKHE PECYPChl U NPUIOKEHHS.
ITonb30Barenu coLMATIBHBIX CETEH YacTO CTAJIKMBAIOTCA CO CIAMOM, KOTOPbIH
HPHUXOAUT K HUM B «JIMYHBIE COOOLICHUS» OT UMEHH «APY3ei» MM HE3HAKOMBIX
HoJb30BaTeNel. DTO 03HAYACT, YTO aKKAyHTHI 3THX JIIOfiel B3IOMaHbL Kak npa-
BUL0, CCHLIKU 8 AKUX COOOUCHUAX CONPOBOHCOAIOMCA 3ABNEKAIOWUM MEKCHIOM,
nanpumep: «Budena meou gpomo, s makoeo ne oxcudana, nocmompu cam!l..», «B
9moll 6aze OAHHbIX ecmb 8¢S UHGOpMayus na 110b60eo yerosexay u m.n. Uto me-
JaTh. HUKO20A He nepexooume no noOO3pUMenbHuIM cColikam. JJs oocmyna 6 co-
YUATILHYIO CeMb UCNONb3YUME YHUKATLHBIL NAPOTb. OH 00INCeH Oblmb ONUHHBIM,
COCMOSMb U3 YUPP U IAMUHCKUX GYKE. JIyuuie ucnonb306ans pasHwle napoiu O
PA3HBIX COYUATLHBIX cemell U Opy2ux UHTEPHET-CEPBUCOB. He noddasatimecs Ha
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NpU3bL8 KO20-MO U3 «AOMUHUCTPAYUL CAUmay cooOuums 6aw J02un U napois
noo Kakum-au6o npeonocom. Pecynsaprno MEHSIHTE Mapoib OT CONUATIBLHONU CEeTH
(xoTst OBI pa3 B MeCsII); OCTEPEraiTech MOMICHHMYECKHUX CAHTOB C MTOXOXKUMU T10
HanucaHuio HazBaHusAMH (vkontahte.ru, vkOntalkte.ru u T.1.). OTH «dummHro-
BBIC» CTPAHUIIBI PACCUUTAHBI HA HEBHUMATEIBLHOCTD U Ha TO, YTO BBl CAMH MPE/I0-
CTaBHUTE MOIICHHUKAM CBO JIOTHH U MAPOJb.

B 3HakoMble He3HAKOMIBIL. B colnanbHbIX CeTAX U Ha caliTax 3HaKOMCTB MO-
MICHHUKH CO3/JAI0T CTPAHUIIBL, I/I¢ YKA3bIBAIOTCS JaHHBIE M pa3Melatorcst GpoTo-
rpadun BHIMBIIIIEHHBIX TMoAei. C MOMOIIBIO 3THX CTPAHUI] OHM 3HAKOMATCS C
JPyTUMH MOJIb30BaTeAMu caifTa. Co BpeMEHeM MOILIEHHUKH BXOMAT B JOBEPHUE,
HpeJuIararoT nepeTn cobeceHUKy Ha Oonee «OIHM3Koe» OOIIEHHEe U OCTABISIOT
cBoii HoMep Tenedona. CaMbIM 0€3001THBIM TTOCIIEICTBHEM TaKOTO OOIIEHHUS Oy-
JIeT TO, 4TO HOMEP OKa)KETCs MIAaTHBIM U C BAIIETO CUETa CIULIYTCS AE€HBIU.

B [Ipocb0bl 0 ¢uHAHCOBOH TNOMOINM, OJIATOTBOPUTE/bHbIE AKIHMH.
MonteHHUKY YacTO HCTIONB3YIOT TaKUE TOBOJBL, TI03TOMY, HPEXK/IE YeM TIEPEBECTH
JICHBTH JUIS [IOMOIIH, YOeauTech, 4To Bac He oOMaHbIBatoT. OOparuTe BHUMaHNE
Ha HaJIMYKe HECKOJIBKHX KOHTAKTOB (TeTe()OHBI, MEKTPOHHAS 04T, CTPAHHIKH
B COIMANIBHBIX CETAX), HATMUHE MOATBEPKAAIOIIHIX JOKYMEHTOB.

MoleHHHYECTBO HA caiiTax 0ecIIaTHLIX 00bABICHUH

Pa3mernast 0ObsABICHNS, WM MOKYTask 4TO-NHO0 Ha caiTax OeCTIaTHBIX OObsB-
neHni (HarpuMmep, «ABHUTO»), OyabTe BHUMATEIbHBl M OCTOPOXKHBI, TaK KaK MOILICH-
HHKU OYEHb YaCTO HCIOJB3YIOT UX Uil oOMaHa. ITpojaBas 4To-TO, BBI XKejlaeTe Io-
Jy4UTh MPUOBUIb, HO, CTOJNKHYBIIUCH C MOLICHHHKAMHU, MOXKETE MOTEPATh BCE CBOU
cOepeKeHUS.

Kak Bac MoryT 00MaHyTh:

B Omuara uian npegonJara 3a Bam ToBap. OueHb 4acTo 3aMHTEPECOBAHHbIE
HOKYIaTeIn MPEUIaraloT MPOU3BECTH OIUIaTy (ECIHM CyMMa HE3HauMTElbHasi)
WM TPeOIUIaTy 3a Ball TOBAp, HO CHENATh 3TO MOTYT MO KaKUM-ITHOO MPHUYH-
HaM TOJIBKO Ha OaHKOBCKYIO KapTy (HaXOIATCs B APYTOM TOpOJE, HET HATMYHBIX
JICHET, [ICHBI'M Ha PACYETHOM CYETY U T.IL.), HO NPH 3TOM TPeOYIOT COOOLIUTh HE
Tosbko HoMep KapThl 1 GUO (Oosnbiire 171 mepeBosia HUUero He TpedyeTcs), Ho U
npyrue nauHele. [IoMHHTE, YTO €CITi Bac MPOCST COOOIIUTD MPHIIEIINI Ha Tene-
(boH Koz, MPOTH K GaHKOMATy M COBEPILIUTH KAKME-TO ACHCTBHS, BCTABHB Bally
KapTy (4T00bl, HATPUMED, IOATBEPAUTH IIPOXOKACHHUE IUIATEXKa), COOOLIUTH CPOK
NeICTBHS KapThl ¥ TPEX3HAYHBIN KOJ Ha 000POTHOH CTOPOHE, TO 3TO MOIIEHHHKH.
IIpekparaiite KOHTAKThl C TAKUMHU IIOKYTATEISIMIU» U, €CIIH YCIEIH COOOIIUTD
KaKHe-TO JIAHHbIC, HEMEUICHHO OJIOKUpYiiTe OaHKOBCKYIO KapTy, MO3BOHHB I10
YKa3aHHOMY Ha Hell HoMmepy Tene(oHa.

B [Ipenomiara 3a nokynaemslii Topap. [loxynas yro-mmbo, Oyasre 0cTOpoX-
HbI, €CJIU Bac NPOCAT POM3BECTH NpenoIuIaTy. BrionHe BO3MOXKHO, UTO HOIy4YHB
e, «IIpoziaBel) IepecTaHeT OTBEYaTh Ha BAllU 3BOHKU.

B CMC-coo0menus co ccblikoii. Ha HoMep, KOTOpbIiA BBl yKa3anu HpH Iy-
OnuKay OOBSIBICHAS O MPOAAXKE WM KETAHUU YTO-TIMO0 KYIUTh, MOXKET HPHii-
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i CMC-co0011ieHre ¢ MPeToKEeHHEM TOBapa, 0OMEHA M CCBUIKOM Ha 3TOT TOBap.
Ecmu BB mepeiinére 1mo cChUIKe, TO 3arpy3uTe Ha CBOW TeIe(oH BPEJOHOCHOE
IpOrpaMMHOE o0ecredeHue, KOTOpoe TO3BOIUT MOLICHHUKAM TOTYyYHTb JOCTYII
K BaIllM OaHKOBCKHM KapTaMm.

BynbTe 0cTOPO:KHBI, €CJIM BaM MpPeJIaraioT:

B Ha3BaTh HOMEp OAHKOBCKOW KapThl, TPEX3HAYHBII KOJl HA 000POTHOM CTOPO-
He kaptel, [IMH-xox;

B [poM3BEeCTH MaHHIYISIIMK ¢ OAHKOBCKOM KapToil y GaHKoMara;
B cooONIMTH NPUIIEIINI Ha TeTe(OH KOT;

H  qnepeBecTH CyMMy JICHEr (aBaHC, 3aJIOT, NOLUIMHA, HAJIOT, OLIMO0YHO Iepe-
BEIEHHBII IIaTeX U T.10);

B qepeiitu 1o cebuike B Muteprere, B CMC- nmu MMC-coo01ienun Ha cMapT-
(oxe;

B 1103BOHHTH 110 YKa3aHHOMY B CMC-coolmmennn HoMepy TenedoHna;
B oTIpaBuTH Ball HOMEp TesneoHa;

B ornpasute CMC-coo0Imenne Ha KOpOTKHiA HOMeEp;

|

Ha3BaTh IMapoJiv OT BalllMX JIMYHBIX CTPAHUYCK B COLUAJIBHBIX CETAX.
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SALLWTA TEXHUYECKNX YCTPONCTB
0T BPEMIOHOCHbIX POrPAMM

4.1. IlonsiTHE BPEIOHOCHOI MPOrPaMMBbI

OxHoii n3 HauboIee akTyanbHbIX IpoldieM npu pabore B ceTn MHTEepHeT sBIIseT-
sl OTACHOCTb 3apaKCHHUs BAILICTO TEXHMYECKOTO yCTPOHCTBA (KOMIIbIOTEpa, CMapTQho-
Ha, TUIAHIIETa) BPEJAOHOCHBIMHU TPOrPaMMaMH.

Bpenonocnasi mporpamma («BHpyc») — J11000€ MpOrpaMMHOE OOecIedeHue,
HpeHA3HAYCHHOE JUIS MOJTyYCHUs] HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K BBIYMCIIUTEIb-
HBIM pecypcaM TeXHMYECKOTO YCTPOHCTBA MM K MH(OPMAIMK, XPAaHUMOIl Ha HeM, C
LIEJIbI0 HECAHKIIMOHUPOBAHHOTO UCIIONIBb30BAHUS PECYPCOB TEXHUYECKOTO YCTPOHCTBA
WM IPUYHHEHHMS Bpea (HaHeCeHus yiep0a) BiIaienbIly HHPOPMAIVX W/ BIa/1eb-
Iy TEXHHYECKOTO YCTPOICTBA MyTEM KONMPOBAHMS, UCKAKEHHUS, YIAICHUS WIN MOA-
MEHbI HH(pOPMALHH.

TTpUYMHbI CO3/IaHUs «BUPYCa» MOTYT ObITh CaMbIMU Pa3HBIMU — Pa3BIICUCHHE,
HE3aKOHHOE MOJTy4eHne MPUObLIH, KpaXka aKKayHTOB COLMANBHBIX CEeTAX M T.J. Bax-
HO NOMHUTb, YTO HE3aBHCHMO OT LIEJIM CO3/1aTelsl BPEJOHOCHOH IPOrpaMMBl, KaXKIbIit
BHPYC MPE/CTABISET CYIICCTBEHHYIO OMACHOCTD JUIs JIF000T0 M3 BALIMX TEXHUYECKUX
YCTPOMNCTB.

Hu B x0eM ciryuae Helb3s CUUTATh, YTO 3Ta NpobieMa He Kacaercs Bac. JKeprBoii
BPEIOHOCHOH IPOrPaMMBbI MOXKET CTaTh KaXKIbIH.

4.2. Buapl BpeloHOCHBIX NPOrPaMM H OCHOBHBIE CIIOCOObI HX paclpocTpa-
HEeHHSA

B HacTosiiee BpeMsi BbijleJIeHbI CJIeyIOIHe 0CHOBHbIE BU/IbI BPEIOHOCHBIX
nporpamm:

®daiis10BbIe BUPYCHI

Jlo pactipocTpanenus B cetu VIHTepHET TaHHBIA TUII BUPYCOB ObLT Hanbomee va-
cTo BeTpedaronmmcs. DaiioBble BUPYCH 3apaXaloT HCHOTHIeMble (Gallbl pa3THIHBIX
OIEpAIMOHHBIX cHCTeM. B Hambonee pacnpoctpanenHoid Ha cerogus OC Microsoft
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Windows 5T0 ucrnonHseMbie (Gaiiiibl (pacupeHus .exe, .com), AMHaMHYecKie OnoIo-
teku (.dll), komannuble ¢aiie! (.bat), apaliBeps! yCcTPOICTB (.Sys) U (bl clieHapueB
(ckpuntsl). DaitoBI BUPYC 3aIMCHIBACT CBOM KOI B «TENO» MOpakaeMoro Qaiiina u
pu 00paIeHnH K HEMY OIEPal[MOHHOW CUCTEMBI IIepEeXBaThIBACT yIPABICHUE, 10CIe
Yero MOXET COBEpIHIATh PA3IMYHbIC BPEIOHOCHBIC JCHCTBUS: KOIMPOBATH CBOH KOI
B Apyrue (aiisl (pa3MHOXKATBCS), CTHPATh Ipyrue (ailibl, NCKaXaTh JaHHBIE U T.I.
[Tocne BbInoNHEHUs cBOero Habopa ASHCTBUI BHpPYC MepeaeT YIpaBiIeHHE JPYTHM
IporpamMmam, M II0JIb30BaTeNlb MOXKET JlaXke He M0J03peBarh, uto Ha ero 1K mpoucxo-
JINT KaKasi-TO AECTPYKTHBHAS JAEATEIBHOCTS.

3arpy3o4Hbie BHPYChI

Bupycs aToro Tuna nopaxarot 3arpy3odHsie cekTopsl (boot-obnactu nnu Master
Boot Record) 3arpy3o4HbIX ycTpoHCTB (kecTKHMX AWCKOB, aucker, flash-npaiiBos).
Bupyc (boot-Bupyc) 3ameHsieT co0oif 3arpy304HBIH KOJI, KOTOPHIN BBITIONHACTCS TIPH
BKJIIOYCHHH KOMIIBIOTEPA M TAKUM 00pa30M I0Jy4aeT yIpaBJIeHUE ele 10 Hermocpea-
CTBEHHOTO 3aIlycka OINEepalloHHOH cucteMbl. [lomy4nB ympaBieHne, BUPYC MOXET
HPOU3BOAUTH PA3ITHYHBIC JICHCTBHS — HAIIPHMED, 3aTrPy3HTh CBOH KOJI B ONEPaTHBHYIO
naMsATh. PasMHOMKAETCsS BUPYC 3alIMCHIO B 3arpy304HYI0 001aCTh APYTrHX HAKOMUTENEH
KOMITBIOTEPA.

MaxkpoBupycbl

Maxkpoc — B NpHUHIMIE, TOXE MCIOJHIEMBIH (i, KOTOpBIH, oxHako, pado-
TaeT TONBKO B CBOGH MPOrpaMMHOM Cpene — HampuMep, B MpuiioxkeHmsx Microsoft
Office. MakpoBupycsl nopakatomue 1oKyMeHTsl Microsoft Office u sBnsroTcs Hau-
Oornee pacrpoctpaHeHHbIMUA. OHM HamucaHbl Ha s3bike Visual Basic, kotopsrit mc-
HoJB3yeTcst B priIoxkeHusx cemeiicTsa Office. Bupyc 3amuceiBaer cedst B DOT-daitn,
B KOTOPOM COJIEpIKaTcsl BCE II00ATbHbIE MAKPOCHI, 4aCTh U3 KOTOPBIX OH IMOAMEHSIET
coboii. ITocne oToro Bce (ailnbl, CoXpaHeHHbIE B TpHiIokeHHH (Harpumep, Excel),
yxe OymyT comepskaTh MakpoBupyc. IIpm 3amycke 3apakeHHOTO Makpoca BBIION-
HSIOTCS Pa3NUYHble BPEIOHOCHBIE NEICTBHSA C JAaHHBIMU (HCKaKEHHE, YAANeHHE).
KoneuHo, 3T0 Jajeko He MOJHBIH IEpedeHb BHJOB KOMIIBIOTEPHBIX BHPYCOB.
Krnaccupurmposars ©X MOXKHO ¥ 1O APYTHM TPHHIUIIAM, HAIIPHIMep, 110 Crocoly 3a-
PaKEHHUsI U MO aTOPUTMY AeHcTBUs. TeM He MeHee HaM KaxeTcs, uTo JUls 0a30BOTo
HOHSITHS O KOMIIBIOTEPHBIX BUPYCaX NMPHBEACHHON HH(OPMALUH J0CTATOYHO.

CereBble YepBH (WOrms)

OcHoBHas 0COOGHHOCTb 3TOTO THIA BPEJOHOCHBIX IIPOTPaMM — DaclpocTpa-
HEHHE Yepe3 KOMITBIOTEPHBIC CETH, YMEHHUE HCIIONB30BATh CETEBbIC IPOTOKOIIBI HEpe-
Ja4n faHHbIX. Hanbosee pacnpoCTpaHEeHHBIM BHIOM CETEBBIX YEpBEH SBIAIOTCS IMO-
4TOBBIE UepBH (e-mail worms). 3apa3uTbCs KM MOXKHO IIPH OTKPBITHH HPUIIOKEHUS K
9JIEKTPOHHOMY IHChMY C YEpPBEM WIIM IIPH Tepexojie 1o html-cebiike, NPUBEICHHON B
JTAaHHOM THCbMe. 3a4acTyIo MOIb30BaTeNnel mody:kaat0T He0OXyMaHHO OTKPBIBATh MPH-
JIO)KEHHS INCEM WITH HHTEPHET-CCBUIKH B ITHChMaX.

TIpu akTUBHU3ALMK KOJIA YEPBSI IIPOMCXOJUT €ro Pa3sMHOKCHHE — HAYMHACTCS pac-
ChIJIKA YepBs 110 IPYTHM ajpecaM 3JIEKTPOHHOH TOUTHI ¢ 3aPaXKEHHOTO KOMITBIOTEPa.
Jlnst onpezieneHus CIUCKa aipecaToB YepBb MOKET HCIOIb30BaTh aPECHYI0 KHUTY
HPOrpaMMbl — [IOYTOBOTO KIIMEHTA WM J1a’Ke CKAHUPOBATH (hailiibl Ha JKECTKOM JIHCKE B
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TIoMCKax ajgpecoB e-mail Oymymux *epTB. B HacTOAIIMIT MOMEHT TIOSIBUIINCEH CETEBBIE
4epBH, KOTOPbIE MOTYT PACIPOCTPAHATBCSA M Yepe3 CIyKObl MTHOBEHHbIX COOOLICHHIT
(nHTEpHeT-IeHKephl), HapuMep, Takue kak [CQ.

Tposiusl (Trojans)

OIuH U3 caMbIX ONACHBIX THIIOB BPEJOHOCHBIX MPOTPaMM Ha CErofHs. TposHbI
— 3TO BPEJOHOCHBIE NMPOrPAMMbI, KOTOPbIE OOBIYHO MACKHPYIOTCS I10J] KaKoe-IH0o
0e30011HOe MPOrpaMMHOE MPUIIOKEHNE: BbIOBEPbI KAPTHHOK, CKPUHCEHBEPHI, IUCKO-
BbIC YTHIIUTBI, 0OHOBJICHHE ONEPALIMOHHON cucTeMsl U T.1. [Tornas 0OMaHHBIM ITyTeM Ha
KOMIIBIOTED KEPTBBI, TPOSIHBI B 3aBUCHMOCTH OT CBOETO HA3HAYCHUS MOTYT BBINOIHATH
PpasinyHble JeHCTBUS: 00eCTeunBaTh 37I0YMbIIUIEHHUKY BO3MOXXHOCTb yJaJICHHOTO a/I-
muHuCcTpupoBanus IIK kepTBEI, BOPOBaTh MOJIB30BATENLCKHE MAPOIH OT PA3IMYHBIX
CEepBUCOB (B TOM YMCJIE U KOMMEPYECKHX), HECAHKIIMOHUPOBAHHO CKauMBaTh KaKHe-
160 Qaiiiisl ¥ T.4. ¥ T.1I1. VIHOT1a O MPUCYTCTBUM TPOSIHCKOH MPOTrPaMMbl MOKET CBHJIE-
TEJIbCTBOBATh HE0ObIuHOE noBeaeHue ITK: caMonpon3BoIbHO pacKphIBAIOIIMECS OKHA,
3aBHCAHNsA, 3AMETHOE 3aMELIEHHE CKOPOCTH PabOThI KOMIIBIOTEPA.

ITporpaMms!I 7151 B310Ma (XaKepCKUE POTrPaMMBbl)

CymiecTByeT emme Hemblif KIace MporpaMM, KOTOphle He YrpOKaloT HemoCpes-
CTBEHHO KOMIIBIOTEPY, Ha KOTOPOM UCIIOJIHAIOTCS, @ UCIIONB3YIOTCS ULl aTaKy Ha Apy-
THe CeTeBbIe Pecypchl WK B3oMa. [101poOHO OHY ONHCAHBI B BUPYCHOM SHIMKIIONE-
muu Kacniepekoro.

OCHOBHBIMH €II0CO0AMHU PACHPOCTPAHEHUS] BUPYCOB SIBJISIIOTCS:
Hurtepuer

[mo6GanbHas nHOpMaOHHas ceTh VIHTEpHET Ha CerOAHSIIHUN AeHb SBIICT-
CsI OCHOBHBIM HCTOYHHKOM PAaCHPOCTPAHEHHS BCEX BHIOB BPEIOHOCHBIX IIPOTPAMM.
VimenHo mostoMy mpu pabote B MIHTepHETE HEOOXOAUMO YIETATH OONIbIIIE BHUMAHUS
BOIpocaM Oe301aCHOCTH.

Bupyc MoxeT monacTh Ha Ballle TEXHUUECKOE YCTPOHCTBO IPH CIEIYIOMHX 00-
CTOATEIBCTBAX:

- TIPH MOCEIIEHNH CaliTa, COZIEPIKAIIEro 3I0BPEIHBIN KOZL;

- TIPU CKQYMBAHHUH BPEIOHOCHBIX IPOTPAMM, MACKUPYIOIIUXCS MO Pa3IIHOE
HpOrpaMMHOE 00eCIIeHeHHE;

- TIPU CKAQYMBaHHH Yepe3 peer-to-peer ceTh (Harpumep, TOPPEHTH).

DJIeKTPOHHAS TMOYTA

JloCTaTOYHO YaCTO TOYTOBBIE COOOIIEHHMS, TOCTYMAMOIIHE B MOYTOBBIH SIIUK
0JIb30BaTeNIs, UCIOIb3YIOTCS VIS PacIpOCTPAHEHHs BPEJOHOCHBIX mporpamm. IIpu
OTKPBITUH TAKOTO ITMCHEMA ¥ IIPH COXPAHEHHH Ha JIUCK BIOKEHHOTO B MHCHMO (haiia Bl
MOXETE 3apa3uTh JAaHHBIE HA BAIlleM KOMIBIOTEPE.

Buemnne Hocuresnn HHopmanun

He cexpet, uTo ams mepenaun MH(POPMALUU MO-MPEKHEMY IIHPOKO HCTIONb3Y-
10TCsl TU(POBBIE IUCKHU, Pa3HOOOpa3HbIe KApThl MaMSITH U JPyrUe BHELIHHE HOCHTENH
napopmanun. [Ipu pabore ¢ HEIMHI TakXe HEOOXOIUMO TOMHUTH O OE30ITaCHOCTH — 3a-
MycKast Kakoi-nmubo (aii, pacrnogoKeHHbIH Ha BHEIIHEM HOCHTENE, BEI MOXKETE I10-
pa3uTh JJAHHbBIE Ha BAIlleM TEXHUYECKOM YCTPOHCTBE BUPYCOM U, HE3aMETHO JIsl celsl,
PacIpoCTpaHUTh BUPYC Ha JUCKH BAILETO KOMIIBIOTEPA.
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VYsa3BUMOCTH B MporpaMmmMHOM obecrieyeHN N

Tax Ha3bIBaeMbIE «IBIPBD» (IKCIUIOWTEI) B TPOrPaMMHOM 00ECTICICHHIN SBIISIOTCS
OCHOBHBIM HCTOUYHHKOM XAaKEPCKHX aTak. YA3BUMOCTH MO3BOJISIOT MONYYHTh XaKepy
yZaJICHHBLII 10CTYII K BallleMy KOMIIBIOTEPY, a CIICJ0BATE/IbHO, K BAlllUM JAHHBIM, K J0-
CTYIHBIM BaM PeCcypcaM JOKaTbHOH CeTH, K APYTHM HCTOYHMKAM JIMIHON WIH KOH(H-
JEHLIHMAIbHOMH HHPOpMALUN.

4.3. IlpopunaxTuka

BakHelmmm cpeicTBOM 3allUThl TEXHUYECKUX YCTPOUCTB OT BO3AEHCTBUS Bpe-
JOHOCHBIX IIPOrpaMM sABJIsAETCs MPOQYHUIAKTHKA. BOT HECKOJIBKO IPOCTBIX COBETOB IO
e MPOBEJICHHUIO:

] BaxHO 1MOJIB30BaThCS TOJIBKO JIMIEH3MOHHBIMU NIpOrpaMMaMy U onepalu-

OHHbIMH cucTeMamu. JI100ast HeNMIEH3MOHHAs IIpOrpamMma — HOTEHUHAIbHAs

yrpo3a s 6€30macHOCTH BalIeTo TEXHHIECKOTO YCTPOUCTBA, T.K. OHA MOXET CO-

JiepKaTh PasINUHBIX «BpeauTeneit». Ecmyu npuodpecTn MMIEH3MOHHYIO BEPCHIO

HpOrpaMMbl BaM MPEACTABIACTCS MPOOIEMAaTHYHBIM, CTOUT 3ayMaThcs 00 Uc-

MOJTB30BaHMN OECIITaTHBIX aHAIOTOB.

B Heo0xomuMo MPOBONTH PEry/sipHble 0OHOBICHHS MPOrpaMMHOr0 obecrie-

yenys. Kaxnaas HOBas BepcHs NMPOrpaMMBbl CTPEMHUTCS HCIPABUTh YS3BUMOCTH

Hpe/bIIyIIeH BepCHH, TEM CaMbIM Jeas Ballle TEXHUIECKOEe YCTPOHCTBO Goree

SaLLlHH.IéHHbIM OT HEraTUBHOI'O BMCIIATEJILCTBA.

B Camoe IIaBHOE — UCTIOJIB30BaTh CHEIUANbHBIE CPEICTBA 3AIUTHI, TAKHE KaK

aHTHBHpYC 1 (haiiepBoi. FIMeHHO /jBa STHX KOMIOHEHTa BO MHOTOM 00€CIIeurBa-

10T 6€30ITaCHOCTh BAIIETO TEXHUYECKOTO YCTPOICTBa.

AHTHBHDYC, KaK U BCE OCTaJIbHOE HCIIOJIb3yeMOE BAMU POrpaMMHOeE obecreye-
HHE, JODKEH OBITh JIETaTbHBIM M TMOCTOSHHO OOHOBIATHCA. B mpoTuBHOM ciydae oH
BPSIT JIM 00€CTIeUNT HaITeKAIIYI0 3alUTy. DTO CBS3aHO C TEM, UTO KaX bl aHTHBHPYC
uMeeT coOCTBEHHYIO 6a3y BPEJOHOCHBIX IIPOIPAMM, KOTOPBIE OH YMEET Pacro3HaBATh
— cBO€OOpa3HbIil «UEpHBIA cMcoky». K coxkaneHmio, KOMMYeCTBO BBISBIACMBIX BPEIO-
HOCHBIX Iporpamm B Mupe 3a 10 net ysennunnocs B 208,3 pasa u npesbicuiio 300 Teic.
B cytku'. I109TOMy Ba)KHO CBOCBPEMEHHO OOHOBIISITH AHTHBUPYC, BEJb MHAYE OH HE
PAacIo3HaeT BUPYC U MPOIYCTUT €T0 Ha Balle TEXHHIECKOE YCTPOHCTBO.

To xe xacaercst u QaiiepBosia. ITO crieUaNbHbIN GUIBTP, KOTOPBIH KOHTPOIIH-
pyer poctyn kK VIHTEpHETY ¢ TOTO WM MHOTO YCTPOHCTBa. Bo-11epBhix, OH MOXeET 6110~
KHPOBATh MOTMBITKH BUPYCOB MOJKITIOUATHCS K CETHU C Ballero koMmmeiotepa. Hampumep,
MelaTh 60Ty 0OIIATBCSl CO CBOMM XO3SIMHOM. BO-BTOPBIX, OH 3HAET, Y KaKuX CaiToB
XOpOIIIasi peryTalusi, a KAKAM JI0BepsTh He CTOUT. «UepHbley U «Oenbiey CIUCKH (aii-
epBOIIa, KaK 1 aHTUBUPYCA, IOJDKHBI ObITh CBEKUMH. Toria OH CyMeeT BOBpEMsi OCTaHO-
BUTb Bac, €CIIU BbI COOEPETECh MEPEUTH 10 MOJ03PUTENLHON CCBUIKE.

OnHaKo ONpeneNaTh 3apaKEHHbIE CalThl HaBepHsKa (aiiepBon He ymeeT. [lo-
9TOMY /ISl TapaHTUK OoIbluell 6e30MaCHOCTH MOYKHO YCTAQHOBHUTH JOTONHUTEIbHBIE
CEPBHUCHI, KOTOPBIC ObI OIIOKUPOBAIIN MepeXxo/bl Ha ornacHbie cTpanuisl (Google Public
DNS, Slanexc. DNS u ap.).

L. https://rns.online/it-and-media/Kolichestvo-viyavlyaemih-kompyuternih-virusov-v-mire-
za-10-let-viroslo-v-200-raz--2017-04-18/

20



WHTEPHET W PEBEHOK.
MAMATKA PONTENID

5.1. Bami peGenok B knOepnpocTpaHcTBe

Hemb3st cioputs ¢ TeM (akToM, 4To ceTh MHTepHeT MpenocTaBIseT COBPEMEHHBIM
JeTSM OTPOMHBIE BO3MOXKHOCTH JUISt pa3BUTHS, 00y4EHH s, BAPTYAIbHOTO OOLIEHHS CO CBEp-
CTHHKaMH, TIOITyYEHHIO BXHOH HHOPMALHH 00 OKPYKAIOMEM HX MUpE.

OtBevas aToMy 3ampocy, B CeTr ObIT CO30aH TaKo! CETMEHT, KaK «IeTcKuii HTepHeT»
— COBOKYMHOCTb O0y4YaroIIMX U Pa3BICKATENbHBIX CAHTOB, MPEIOCTABISIONINX IIMPOKUE
BO3MOXKHOCTH ISl TIOJIE3HOTO M yBJICKATENLHOTO BpeMsIpenpoBoxieHus. Ha takux mio-
I[aIKaX IETH MOTYT CBOOOHO OOIIATHCS CO CBOMMHY POBECHHKAMH, UTPaTh B UTPHI, IUTATh
CKa3KH H CMOTPETb MYJIBT()UIBMBI.

Bwmecre ¢ Tem cresryer oMHHUTE, 4TO B O0JIBIIMHCTBE ciydaeB MHTepHET — naneko He
caMoe MOAXOASIIEe MECTO U pedeHKa.

[TocTOSHHO pacTeT KOMMYECTBO HETaTHBHBIX MHTEPHET-pecypcoB. Tak, 3a mepHox
2016 — 2017 rr. B Poccun Obu10 3a0nokupoBano 6onee 3000 caiiToB, Ha KOTOPBIX comep-
KAHUCh IKCTPEMUCTCKHE MaTepuainbl. 1o JaHHBIM aMEepHKAaHCKOTO HCCIIEN0BATENBCKOTO
uentpa TopTenReviews, 12% Bcex caiitos (24,8 MiH) conepskar MaTepuasl 11 B3pOCIbIX.

[ToMuMO 3TOTO, HOSBISIOTCS M HOBBIE MHTEPHET-YIPO3bL. JeTH, 4acTo He 3ayMbIBa-
ACh, PACCKA3BIBAIOT CBOMM OHJIAIH-APY3bAM, I7Ie OHH XHBYT HIIH IO KaKOMY TpauKy pado-
TAKOT UX POJUTEIH, OTIPABISIOT JoporocTosiue SMS MOIIEHHHKAM U 4acaMH CHIST B CO-
[UAIBHBIX CETAX, YTO HE MOXKET HE CKa3aThCsl Ha MX IICHXHYECKOM 1 (PU3UIECKOM 310POBBE.
Kpome Toro, B mocneaHee BpeMs YUacTHINCH CITydar TPEecIe0BaHNs 1 3ayTHBAHUA AeTei
4epe3 pasiIndHble HHTEPHET-CePBHCHL. [10 TaHHBIM HECKONBKHX OIMPOCOB, B CPEIHEM Kajk-
JIbII BTOPOIT MOAPOCTOK CTANKUBAJICS C YHIKSHUAMH U ocKopOneHusmu B CeT.

JIro0oit pomuTenb TOMKEH CO BCEil BHUMATEBHOCTBIO OTHOCUTBCS K JAHHOH mpo0ie-
Me 1 obecrednTs cBoeMy pebeHKy Oe30macHoe HCIonb30BaHue ceT HTepHeT.
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5.2. Bo3amoxkHbIe Yrpo3bl 11l Baliero pedeHka

Kax MbI yxe ckazanu panee, IHTEpHET CONEPIKUT Pa3IHUHBIE YTPO3bI, C KOTOPHIMH
MOXET CTONKHYTbCS Baul pebeHok. [IpennaraeM BaM 03HAaKOMUTBCS ¢ Haubolee pacrpo-
CTPaHEHHBIMI 3 HUX HA TAHHBIA MOMEHT:

1. KoHTeHTHbIe pHCKH

KoHTeHTHBIE PHCKH CBSI3aHBI C TIOTpeONeHHeM HH(OPMAINH, KOTopas MyOInKyeTcs
B [lHTepHeTe 1 BKII0YaeT B ceOs HE3aKOHHBIN U HEMpeaHa3HAYeHHBIH 171 AeTell (Hemomo-
GaroIyii) KOHTEHT.

e  Henomo0aroumii KOHTEHT

B 3aBHCHMOCTH OT KyNBTYpBI, 3aKOHOJIATEIBCTBA, MCHTAIUTETA M Y3aKOHEHHOTO BO3-
pacTa cornacus B CTpaHe ONpENENAETCs IPYIIa MaTepUanoB, CIUTAIOIIMXCS HEMOI00at0-
muMe. Hernoo0arommii KOHTEHT BKIIIOYAET B ce0s MaTepHaibl, COAEpXKAIMe: HACHIHE,
9POTHUKY U MOPHOTPapUI0, HELEH3YPHYIO JIEKCHKY, HHPOPMAIIUIO, PA3KUTAKONIY0 PACOBYIO
HEHABHCT, TIPOTIATaH/Ty aHAPEKCHH W OYJIUMUH, CYHIU/IA, a3aPTHBIX UIP H HAPKOTHIECKHX
BEIIIECTB.

o  He3akoHHBIN KOHTEHT

He3zaxonHuwlii KOHmMEHM — 210 KOHMEHM, HAPYUAIOWUTE MECHbLe, PECUOHATbHbIE 3a-
KOHbI U MODANbHO-IMUYECKUE NPUHYUNDL.

B Poccuiickoit ®eniepatiu moji JaHHOE HOHSTHE MOMAAI0T MaTepUalIbl CeKCyalbHOrO
XapakTepa ¢ y4acTHeM JeTell 1 MOAPOCTKOB, MOPHOrpahuuecKuii KOHTEHT, OMUCAHHS HACH-
JIUsl, B TOM YHCJIE CEKCYaIbHOIO, BKCTPEMU3M U Pa3KUraHUE PacoBOM HEHABHCTHU, IPU3bIBbI
K CyHITY, MaTePHAIIbl, PACTIPOCTPAHSIONINECS ¢ HAPYIIEHHEM aBTOPCKIX MpaB, HH(opMa-
U 0 CrI0co0ax MPHOOPETEHNS WM H3TOTOBICHHS HAPKOTHYECKHUX BELIECTB.

2. DnekTpoHHAsi He30MACHOCTH
Puickn, CBA3aHHbIE C 3NIEKTPOHHON 0€30MaCHOCTBI0, OTHOCATCS K pasiinyHOl Kubepe-
ATENBHOCTHU, KOTOPAs BKIIOYAET B ce0s: pa3NIalleHue epCOHANBHOR HH(OPMAIIHI, BBIXO

B CeTb ¢ IOMAIIHEro KOMIBIOTEPa C HU3KHM YPOBHEM 3AIIUTHI (PUCK ITOABEPTHY THCS BUPYC-
HOI1 aTake), OHIaH-MOLIEHHUYECTBO U CIIaM.

e BpenoHocHbIe IPOrpaMmMbl

Bpeoonocnwie npozpammot — 5mo npocpammol, He2amusHo 6030eticmayloujue Ha pa-
bomy xomnviomepa. K Hum omnocsames upycul, npocpammbl-unuonsl, Hedjiceramensbhoe pe-
kaamtoe I10 u paznuunvie opmvl 8DEOOHOCHBIX KOO08.

e Cnam

Cnam — 2mo HediceramensHvle NeKMPOHHbIE NUCLMA, COOEPIHCAUfUe PEKTAMHbIE M-
mepuanvt. Cnam 00po2o 06xo0umcst Onsl oayuamens, Max KaxK noib308amelib mpamum Ha
nonyuenue 60IbUIE20 KOIUUECmEd NUceM c80e 8pemMs U ONIAYEHHbI UHMEPHEM-MPAQUK.
Taxorce HedxtcenamenvHas nOUMa Moxcem co0epicamy 8 gude camo3anyCKaruuxcs 610ice-
HULl BPEOOHOCHbLE NPOSPAMMEDL.

e KubepmouennuyectTBo

Kubepmowennuuecmeo — mo ooun u3 6udos Kudepnpecmynienus, yeivio Komopozo
sensemcs, 00Man nonvsosameneil. Xuiyernue KOHQUOCHYUATLHBIX OUHHBIX MOJICEN NPUBecmu
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K momy, 4Ymo Xaxkep He3dKOHHO noiydaem docmyn U Kakum-nuoo 06pa30M ucnoav3zyem jaud-
HY10 qu)opMauu}o noltezoeameiisl ¢ Yeioto NOY4umos mamepudibHyro npuﬁbmb.

KoMMyHNKaIMOHHBIE PUCKH CBA3AHBI ¢ MEKITHIHOCTHBIMI OTHOIICHUSMI HHTEPHET-
TONb30BATENEH 1 BKITIOYAIOT B ce0s1 KOHTAKTHI IEA0(UIOB C AETHbMHU 1 KHOEpIIpecIe0BaHNUS.

e He3akoHHbII KOHTAKT

He3zaxonnuwlii Konmakm — >mo obujenue mesxncoy 63pocuvim i pedeHkom, npu Konopom
63pOCTbILL NbIMAemcs yCmanosumy 6onee Onu3Kue OmMHOWeHUA Ol CeKCYanbHOU IKCRIY -
mayuu pedeHKa.

e  KubepnpecienoBanus

Kubepnpecnedosanue — smo npeciedoganue uenosexa coobujeHusamu, cooepucauju-
MU 0CKopbnenus, azpeccuio, cekcyaibible 00MO2amenbCmaa ¢ NOMOUYbIO0 UHMEPHem-KoMMY-
Hukayuil. Takoice Kubepnpeciedosaniie Modicem NPURUMAMb Maxue Gopmol, Kak 00MeH uH-
opmayuell, Konmaxmamu U U30OPANCEHUIMU, 3any2usanue, NOOpadicanue, Xyueancmeo
(unmepHem-mpornune) u coyuanrbHoe OOUKOMUPosanue.

Ipuao:kenne: pe3ynsTaThl MMIOTHOTO OHIAHH-0Mpoca Mo mpobnemMam 6e30macHOCTH
WHTepreTa 1 feTeit 1 moapoCTKOB, MpoBeneHHoro Jluroit 6ezomacHoro MHTepHETa (MapT
—utonb 2017 rozna)

[Ipouent ot
[Ipouent ot
001ero uncia
0011Iero yncia .
Bujibl HHGOPMALOHHBIX YIPO3 . YIIOMUHAHHIA
YIOMHUHAHHI
. | cpemu memaroros
Cpetu pojuTeneit

1 IICUXO0JIOT'OB

[ToOysxaeHre K CYHIUIY, TPYIIIIbI
1 | cmeptu, urpst Tuna «CUHUN KUT», 20,8% 20,3%
«Tuxuit JoM» 1 T.IL.

MaTepI/IaJ'ILI CO CLICHaMH HaCWJIuA,

2 | &KeCTOKOCTH, arpeCCUBHBIM MOBEICHUEM 17,7% 15,9%
U T.IL
Marepuaibl 3pOTHYECKOTO COEPIKAHHUS

3 PHaTH 3p PKBHH, 13,3% 12,5%
TOpHOT padus
Marepuaibsl 0 HAPKOTHKAX,

4 P P ’ 10,5% 9,5%
[ICUXOTPOIHBIX BELIECTBAX H T.II.
BoBiieueHne B IKCTPEMUCTCKHE U

5 | TeppopuCTHYECKUE IPYIIIBI, CEKTHI U 10,0% 13,9%
T.IL

EMOHCTPAIHS YIOTpeOIeH s

6 | AcvoncTpaLts yrotp 6,4% 6,4%
AJIKOToJIsl, TabaKa U T.I1.

7 | Pexnama, B TOM 4HCIIE CIIaM 6,3% 3,6%
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8 | BpenHble oHnaiH-Urpel 4,2% 3,3%

BOpOBCTBO7 MOLICHHHUYECTBO C

9 | mOMOIIBIO0 OHIIAWH-TEXHOJIOTHIA, 2,7% 1,5%
KHOEePIPECTYITHOCTh
10 CroKeThI 0 BOWHAX U KaTacTpohax B 2.2% 1.0%
HOBOCTSIX U T.IL.
1 bpannas peus, HeLeH3ypHas 1 1.3% 1.0%
CHM)KEHHAS JICKCHKA U T.II.
12 | Apyroe 4,6% 11,1%

5.3. KiroueBble mpodieMsl odecrieueHnsi 6e30MacHOCTH

Ha I[aHHLIﬁ MOMECHT MOXHO BBIJACJIUTh HECKOJIBKO KIIHOUEBBIX l'lp06J'[eM, KOTOPBIC
MOTr'yT CA€/1aTh UCIIOJIb30BAHNE pe6eHKOM I/IHTepHeTa HeOe30macHbIM. K HUM OTHOCATCS:

HeocBegoMiIéHHOCTD eTeil

HecoMHEHHO, IMEHHO 3TOT MOMEHT SIBJISIETCS KITIOYEBEIM IIPH 00ECTICICHNN HH-
TepHeT-0e3onmacHocTH AeTeil. Pebenok Oyaer Bectu cebs B MHTepHeTe Topazno Oonee
OTBETCTBEHHO, €CIIM Oy/IeT IMETh BEPHBIE TIPE/ICTABICHHS O BOBMOXKHBIX PUCKAX M I10-
CIIEZICTBUSIX CBOMX ACHCTBHH. PoyuTeNn MOTYT BO MHOTOM IOJIOKHTECS HA PasyMHOE
OTHOIIEHHE cBoero pedénka k CeTH, eciu OHM yBEPEHBI B TOM, YTO OH 3HAET, YTO Jie-
naet. OiHaKo HaJI0 TIOHUMATh, YTO 3TO OTHOCHTCS JIMIIb K JIETSIM, JOCTUITIINM ONpesie-
JEHHOTO BO3PAcTa, ¥ COBCEM HE 03HAYAET, UTO POJUTEIIHN, YUUTEIS WIIH ONEKYHBI MOTYT
THOJHOCTBIO CAMOYCTPAHUTBCS OT BONPOCa 0€3011aCHOCTH peOEHKa.

HeocBenoMi1éHHOCTD B3pOCIBIX

K coxanenuto, 1axe MHOTHE POUTENH, ONIEKYHbI HE HMEIOT TIOJIHOTO TIPE/ICTaB-
JICHUs O TOM, KaKMM pHCKaM ToziBepraercs ux pedénok B Ceru. HeocBenomnénuocTs
BapbUPYETCsl OT HEOOLECHUBAHHS PHCKOB JI0 YPE3MEPHOM OTEKHU ¥ [TAHUKH, CIPOBOLIH-
poBaHHOI TpeBoXkHBIMU coobmeHnssMu B CMU. Obe kpaitHocTH maryOHBI, B3pocCible
MoryT 3(G(eKTHBHO 3aIuInaTh peOEHKa JUIIb B TOM CIIy4ae, eCiii UMEIOT MOJIHOE U
BEPHOE NIPECTABICHHE 00 OHIAHOBBIX PUCKAX VIS UX JICTEH.

Henocrarounasi TexXHH4ecKasi I'PaMOTHOCTDb B3POCJIbIX H ueTeﬁ

HecMoTps Ha TO 4TO MHOTUE AeTH OBICTPO OCBAUBAIOT HOBBIC TEXHOIOTHH U IIPO-
IpaMMBl, HE MHOTHE U3 HUX 03a004eHbI COOCTBEHHOH Oe30macHoCThI0. PeOEHOK MOKeT
OTKJIIOYUTH AHTHBHPYC, (haliepBOII I IPOrpaMMy POAUTEITHCKOTO KOHTPOJIS, €CITU eMy
HOK&XKETCs, YTO OHM OTPAHMYHMBAIOT €r0 BOSMOKHOCTH B OHJIAMHE, U €CIIH B3POCIbIil
HE M03a00THTCS O TOM, YTOOBI 3alPETUT eMy Takue aeiictBus. Takum oOpazom, ¢ Tex-
HHYECKON TOYKM 3PEHHMS B3POCIBIM CIIeyeT U3y4YNTh BCE BO3MOMKHOCTH 00€CIIeUeHNUs
6e30macHOCTH peOEHKA ¢ MOMOLIBI0 KOMITBIOTEPHBIX POrpaMM (CEeMEHHBIX (UIBTPOB,
OIIOKHPATOPOB PEKIIAMbl, aHTUBUPYCOB U (ailepBOJIOB), yCTAHOBUTH U JOKHBIM 00-
pa3oM HACTPOUTH BCE HEOOXOMMMEIE MPOTpaMMBL. JIeTsM ke HEOOXOANMO Pas3bsCHUTH
HEOOXOAUMOCTb M BaKHOCTb TAKUX TIPOTPAMM.
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IIpo6embl 10Bepust

D10 TaKKe KpaliHe BaXKHBIN acrekT 6ezomacHocTH. PeOEHOK OMKEH 3HATH, UTO
OH MOJKET JIOBEPATb BaM, YTO Bl IOMOXKETE €My NPH BO3HUKHOBEHHH TPYIHOU CHTYa-
UK, 00BSICHHUTE, KaK MPABUIBHO CeOs BECTH, M [IIABHOE, YTO HE OyaeTe OOBHHSTH €ro.
bombmHCTBO sleTell He CKIIOHHBI pacCKa3bIBaTh POAUTEISIM O HENIPHATHEIX IPOUCIIe-
ctBusix B CeTH, 0macasch, 4to Te COYTYT, YTO AETH CaMH CIIPOBOLUPOBAIIH TAKYIO CHTY-
aluIo, ¥ HAKaXKyT uX J1nbo orpanuyar goctyn B Murepuer. Kpome toro, ecin pedéHOK
qyBCTBYET, YTO €My HEKOMY JOBEpATH B PEalbHOI KH3HHM, OH OymeT Gonee CKIOHEH
JeIUTHCS CBOMMH MPOOIeMaMH ¢ HE3HAKOMIIAMH B OHITAfiHE, HCKATh UX APYKOBI U MO~
JCPIKKH.

5.4. «'pynnbi cmepT». Kak yoepeub pedenka?

B 2016 roxmy crano M3BECTHO O JAESATENLHOCTH TaK HA3bIBAEMBIX «TPYII CMEp-
TH» — TPYII B COLUANBHBIX CETIX, B KOTOPHIX IOAPOCTKH HIPAIOT B CBOEOOPA3HYIO
UTPY, UTOTOM KOTOPOHi ABIAETCS OATOTOBICHHBIH cyunu. OOBIMHO B HA3BAHUAX ITUX
IPYHIT IPUCYTCTBYIOT METaophl PO KUTOB, @ B COACPKAHUH HAXOMATCS JICTIPECCHB-
HbIE [IECHH, MPaYHbIe KapTHHKH C IIOPe3aHHBIMK BEHAMU WM U300paKEHUEM KHTOB,
a TaKKe TPYCTHBIC IUTATHL. B «urpe» Kaxaplii peOEHOK OIDKEH BBIOIHUTH PAA 3a-
JIaHUH, KOTOpbIE MO3BOJIAIOT MEPEiiTH Ha CIEAYIOIUN YPOBeHb. 3aaHus MOTYT ObITh
COBEPIICHHO JKYTKHMH: HarpuMmep, chotorpadhupoBath CBOIO pyKy ¢ nopezamiu. [Tocne
MIPOXOXKICHUS TaKWX 3aJaHHi peOEHKY MPHUCBAMBAETCS HOMEP, a TAKKe coolImaeTcs
JiaTa u crnocod camoyouiicTsa. J[eTn HaUMHAIOT BECTH OOPATHBIN OTCUET HA CBOMX CTpa-
HHIIAX B COIMAJIBHBIX CETSX.

Kak y0epeub pebGeHka 0T «rpynn cMepTH»?
1. PasroBapuBaiiTe ¢ peGeHKOM

Jls1 TOr0, 4To0bI MOAPOCTOK He MONAJ O] BJIUsSIHHE 1eCTPYKTUBHbIX TPy,
HY’KHO /1eJIaTh TOJBKO OHO — PA3r0BAPUBATL ¢ HUM O TOM, YTO TAKOE «XOPOLIO»,
a YTo Takoe «I10x0». Korna ¢ fetcrBa y peO&HKa eCcTh YETKO CIOKHBIIEECS MHEHHE
06 OTUX TIOHATHAX, €r0 HE 3aMHTEPECYIOT MPU3BIBbI K HACUIIUIO WJIM CYULIUIAJIBHOMY
MIOBEJICHHIO.

2. Yuure pefeHKa MbICIHTH KPHTHYECKH

OZ[I/IH 13 BaKHEUIIHX KPUTEPUEB, HE MO3BOJAIOIUX MOMACTh MNOAPOCTKaM B
«TPYHIIBI CMEPTH», — HAIMUUE KPUTUUECKOTO MbllieHHs. IlogpocToK A0/1:KeH yMeTh
€aMOCTOATEIbHO (PUIBTPOBATH NOCTYNAIOLIYI0 eMy HH(OPMALHIO, YMETh aHAJIU-
3HPOBATh €€, CONOCTABIATL ¢ APYroii mHdpopmanmei, cOCTaBIATL COOCTBEHHOE
MHeHue. VIMEeHHO Haaumune KPUTUYECKOT'O MBIIUICHUS MO3BOJIACT U B3POCIIBIM JIIOAAM
HE NOBECTUCH HA IMPOBOKALIUNA U HE IIOTIACTh B CEKTHI.

3. Caenure 32 U3MEHEHUSIMH B IOBEIeHUHU pedeHKa

3a00T/IMBbIC U BHUMATEIIBHBIC POAUTEIH BCETa 3aMETAT, UTO ¢ PeOEHKOM UTO-TO
MPONCXOIUT. Pe3koe majieHre ycreBaeMOCT!, M3MEHEHHE MY3bIKIBHBIX IPUCTPACTHUIA,
Kpyra oOLIeHHs, OSBICHAE HOBBIX YBJICUEHUN — KO BCEMY 3TOMY HY)KHO OTHOCHTHCSI
BHHUMATEIIbHO U 00s3aTeIbHO pa3roBapuBarh ¢ peOEHKOM. JKU3HBI pedéHKa HYKHO
HCKPEeHHE HHTEPECOBATHCS, 4 He KOHTPOJIHPOBaTh. BaxKHO He HAPYLIATH JIMYHBIE
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IPaHULbI OAPOCTKA, HE YHTATH €ro IEePenuCKH H He NPOBEpPATh IPYNIbI B €O-
IHUAJIBHBIX CeTSX, peOEHOK caM Bcé pacckakeT POAMTENSM, €CJIH B CeMbe eCTh
JOBepUTe/IbHbIE 0THOMIEHH . [10pOCTOK NOIKEH 1yBCTBOBATH HOAJCPAKKY POAHBIX,
a POAUTENH JO/KHBI JAaTh MOHATH, YTO MPUMYT €ro J000ro, co Bcemu mpobieMamy,
KOMIUIEKCaMH ¥ HepocTarkamu. Eciu y peO€Hka ecTh TBEPAAs YBEPEHHOCTh B CBOCH
CEeMbe, TO «TPYIIEI CMEPTI eMy OyIyT HE HHTCPECHBI.

Ecnu sxe ciyqninocs Tak, 4to pedeHOK OTAANIMICA OT BAC, CTAJ IOTEPSHHbIM, 3aM-
KHYTBIM, HauaJl OTKa3bIBaThCsl OT €/Ibl U HE CIIaTh 110 HOYaM, HO IIPU 3TOM HE XOYeT
00CyX/IaTh C BaMH CBOIO JKH3HB, TO BAM CTOUT MPHCMOTPETHCS BHUMATENbHEE K €To
MOBEICHUIO.

Bac 10/1:kHO HACTOPOKUTD:
®  [OSBICHME TIOPE30B M MIPAMOB HA Telle peOeHKa,;

o KEJIaHUEC TIOAPOCTKA NapUTh U pa3JlaBaTb CBOU BEIIU, B TOM YHCJIC U TEC, YTO
0COOEHHO IMaMSITHBI JUIS HETO,

®  [0Be/ICHHUE peOCHKA, TTOXOXKEE Ha MIOBECHUE TIEPE OThE3I0M (HarpumMep, OH
HABOJIUT TOPSIZIOK B KOMHATE, CIICIIUT 3aKOHYUTh KaKHe-TO Jiea, BCTPETHTHCS ¢
POICTBEHHHKaMH, KOTOPBIX IaBHO HE BUAEI, Pa3aaTh JOJTH).

Kpowme Toro, o crarucrrke 80% MoapoCTKOB, COBEPUIMBILMX CYHUIIU]I, TOBOPHIN
POIUTENSAM O CBOEM HEXEIAHHUH KUTh, HO B3POCIbIC HE BOCIIPUHUMAIIH TH CIIOBA BCE-
pbe3. Tak uTo eciu pebEHOK BHE3AIMHO H3MEHIUI CBOE MOBE/ICHHE, TOMBITAUTECh BCIIOM-
HHTb, HE 3ByYaJIH JIU OT HETO PaHbIIIE YTPO3bI MOKOHYHTH C COOOIL.

Yro HykKHO AeJaTh POAUTEIsAIM?
1. ITonpoOyiiTe BbIBeCTH pedeHKka HA Pa3roBop

Kaxk ysxe ObUI0 CKa3aHO BBILIE, HA B KOEM CIy4yae HeJb3s IIMHOHUTD 32 peOCHKOM
U TallHO YMTaTh €r0 JIMYHbIC COOOIIEHNs B COLHAIBHBIX CETSIX. 3aT0 MOXKHO IMOIIPO-
00BaTh BBIBECTH MOJPOCTKA HA PAa3rOBOP «OKOIBHBIMKY MyTAMH: HOCMOTPETH (HUIbM
0 caMOyOMICTBE MM PaccKa3aTh O KHUIEC HA 3Ty TEMY U [OTOM HPEIOKHUTh PEOCHKY
TIOJICNTUTECS. CBOUM MHEHHEM.

2. Beerna noiep:kuBaiite pa3roBop ¢ pedeHKoOM, 0 4eM ObI OH HH ObLT

Ecnu pebeHoK He X04eT rOBOPUTH C BAMH O CBOMX MPOOIEMax, HO XOUeT TOBOPUTh
0 KaKoH-HUOYIb KOMIIBIOTEPHON HIpe MM O My3BIKE, TO TIOZCPKUBANTE ITH Pasro-
Bopbl. Ecit BbI OyaeTe HCKPEHHE MHTEPECOBATBCS XKU3HBIO MOAPOCTKA, TO BaM OyeT
JIerye BEpHyTh €ro J0BEPHE.

3. [Ipuaymaiite pedeHKy 3aHATHE

Ecnu Ba cblH uiu 104b IpoBOAAT B VIHTEpHETE CIIMIIKOM MHOIO BPEMEHH, 3a-
CBITIAIOT C TEIE(POHOM, CHIIAT B COIHATBHBIX CETSX BO BPEMsl 3aBTpaKa M Y)KHUHa, U, KaK
BaM Ka)KeTCs, COBCEM BBIMAJAIOT U3 PEAbHOCTH, HE PyTraiiTe ero 3a 3To, a MOMbITaiTeCh
HpHIYMaTh eMy aJIbTepHATUBHOE 3aHATHE: NMPEITIOKHUTE BMECTE CXOJUTh Ha IIPOOHBIIT
YPOK IO CKaJIoJIa3aHUIO MM B TYPIIOXOJI, HA MACTeP-KIIacc 110 YKPaIIeHAIO TOPTOB WITH
CO3/1aHHI0 MOJieTiel — a BAPYT peOeHKa 3aTSHET HOBOE yBICUECHNE CUIIbHEE, YEM BUPTY-
anbHas peanbHOCTh? Torna y Hero He Oy/ieT He0OXOMMOCTH MCKaTh €IMHOMBIIILICHHH-
KOB B COITHAJIBHBIX CETSIX.
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4. Yame o0enaiiTe BMecTe

IToxymaiiTe, TaBHO JIM BB COOMPAIIMCH CEMbEH 3a OHHUM CTOJIOM HITH XKe KaXKIbIi
Y)XKMHAeT B Pa3HOE BpeMs, Koria eMy yno0HO? B cembsx, rjie IpHHATO BMECTE IpH-
HHUMArTh MUY, IETH PeXe YyBCTBYIOT ce0sl ONMHOKUMH U, CIEI0BATEIBHO, PekKe 3a/y-
MBIBAIOTCS O caMoyOuiicTBe. JITs HOAPOCTKA BasKHO OBITh YACTHIO YETO-TO LIENIOT0, TaK
IyCTb 3TUM LIeJIbIM OYIeT JUIS HErO CeMBbsL.

5. He GoiiTech o0pamarbcesi K cnenuaincTam

Ecin Mexy BaMu 1 peOSHKOM HET JIOBEPUTENBHBIX OTHOIICHUH, a MEXIy TeM
MIePEUNCIICHHBIE BBIIIC TPEBOXKHBIC CHTHAIBI IIPUCYTCTBYIOT B IIOBEACHHUN TIO/IPOCTKA,
HEOOXOMMO OOpPATHTHCS K MCHUXOJOTY. DKCTPEHHYIO MOMOIIb BaM MOTYT OKa3aTh MO
nerckomy teiedony mosepus 8 800 200-01-22. On GecrumaTHbIi U aHOHUMHBIH. [o-
3BOHHUTH TyJla MOKET KaK B3POCIHBIH, TaK M PeOCHOK, II0ITOMY MOJEIHTECh 3TOU HH-
(bopmammeil ¢ 109ephl0 WM CHIHOM. Y JIETCKOTO Tene(oHa JOBEPHs €CTh CBOM CalT —
http://telefon-doveria.ru. Ecin Bam TpymHO roBopuTh 0 mpobieme 1o Teneony, To Ha
caiiTe BBl MOJKETE IOOOIATHCS C ICUXOJIOTOM B YaTe.

Kyna odpamarbscs?

Ecmu Bl oOHapyxumu B VIHTepHETEe TPYIITy WM CailT, IPU3bIBAIONINN K caMo-
youiicTBY, MOKeTe cooOIuTh 00 3ToM B PockoMHan30p 1o cebuike http://eais.rkn.gov.
ru/feedback/ u 3anonuuTh Bee mons B popme. [loxkanoBarbest MoxkHO U B JIury 6e3omac-
Horo MurepHera http://www.ligainternet.ru/hotline/

5.5. PoguTesbcKuii KOHTPOJIb

Pomurensckuit KOHTPOJIb — IPOTrpaMMHOC obecreueHme OJICKTPOHHBIX CPEACTB,
HUCIIOJIB3YEMBIX NE€TBMU U MOAPOCTKAMHU, HAIIPABIICHHBIX HA 3aIUTY UX BJIUSAHUSA OT HE-
TaTUBHOT'O I/IHTepHeT-HpOCTpaHCTBa, K COXXaJICHUIO, B Poccun TNporpaMmbl pOAUTEIIb-
CKOT'0 KOHTPOJISL HE TIOJTYYHJIA MaCCOBOTO paCIpoOCTPaHCHUS. Bwmecte ¢ Tem pPOoAUTEIIb-
CKHH KOHTPOJIb NPEAOCTABIIACT 0O0JIBIIIOE KOJIMYECTBO TOJIE3HBIX BO3MOYKHOCTEH.

YTo MOKHO c/1e/1aTh € IOMOIIbIO POUTEIHCKOI0 KOHTPOIs1?
1. YcTaHOBUTH BpeMEHHbIE HHTEPBAJIBI PAOOTHI KOMITBIOTEPA;

2. YIpaBisaTh pa3peleHHsIME Ha 3aITyCK 1 YCTAaHOBKY Pa3INYHBIX IIPOrPAMM HITH
urp;

3. ®opMUPOBATh «OEIIBII CITHCOKY, «YCPHBII CITHCOK;
4. Vicionp30BaTh 0€30MACHBIH MOUCK 10 3aIPEIIEHHBIM CIIOBAM;

5. [IpocmarpuBaTh 3KpaH KOMITbIOTEpa peOCHKA MO ceTH (yIaleHHAs TIepe3arpys-
Ka M BBIKITIOYCHHE);

6. KonTpons 3a nocemienuem pecypcoB VurepHera;
7. IlonyueHue oTueTa 0 MOCENIEHHbIX CTPAHULIAX 110 HIEKTPOHHOMN 1oYTe.

Ha cerofHsuHuii IeHb CyIIecTByeT OOJBIIOE KOINYECTBO BAPUAHTOB POUTEIb-
CKOro KoHTpoIst. [Ipu BEIGOpE OIHOTO M3 HUX HEOOXOAMMO 00paTHTh BHUMAHHE HA He-
CKOJIBKO (haKTOPOB:

1. Kakne q)yHKI_[I/II/I POAUTEIIBCKOTO KOHTPOJIA BbI INIAHUPYETE UCIIOIB30BATh: MIPO-
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CTO OTpaHUYHUTL BPEMS U MOCCIICHUE CalToB C TIPOTUBO3aKOHHBIM U HEITUYHBIM KOH-
TEHTOM HJIN K€ XOTUTEC YCTAHOBUTH TOTAJIIBHYIO CIICKKY.

2. Bospact pebeHka 1 ero HaBbIKU PabOTHI C KOMIBIOTEPOM.

3. Kakoe mporpamMmHoe o0ecIieyeHue yxKe yCTaHOBICHO Ha BallleM KOMITbIOTEpEe
(OC, anTUBHpYC).

Croco0bl poAMTEIHCKOT0 KOHTPOUIS:
PonuTesibckuii KOHTPOJIL cpeacTBAMU ONepalMoOHHOI cucteMbl Windows

PoauTenbckuii KOHTPOJIb — Y100Has QYHKIMS JUIs pOAUTENeil, KOTOpas MOsIBU-
nack B nocnenuux Bepeusx OC ot Microsoft.

Bnanensipr 1K Ha 6a3e OC Windows MMEIOT BO3MOXHOCTh OCCIUIATHO yCTa-
HOBHTH U HCIOJNB30BaTh mporpammy Family Safety («CemeiiHas Ge30macHOCTB») U3
nakera Windows Essentials. YtoObl caenars 370, JOCTaTOMHO Hapy pa3 IIEIKHYTh
MBIIIBIO Ha caiite Microsoft. EctrectBeHHO, [Uist paboThl MOTPEOYIOTCS yUeTHAS 3aIUCh
Microsoft, a Takxke BepcHs onepannoHHOH ciuctemMbl He Huke Windows Vista. [Tocie
YCTaHOBKH IIPOTPaMMbl MOXKHO OyleT BbIOpaTh YHETHYIO 3allMCh M BBECTH UL Hee
orpaHnyeHus. ECIM KOMITBIOTEPOM OJHOBPEMEHHO IOJIB3YOTCSI HECKOJIBKO YENOBEK,
JUTA fieTeil crelyeT co3/aBaTh OT/ACIbHBIC YUCTHbIC 3aITHCH.

KonTponb yueTHbIX 3anuceil ¢ nomoupo «CeMelHON 0e30macHOCTHY OCyIeCT-
BISIETCSI B 0c000if 30He caifta Microsoft, ryie mo3BoINTEIEHO 0YSHb THOKO HACTPanBaTh
BCE TUIbI (PUIIBTPALUU U OrpaHn4eHHil. Tarke cucTeMa BEeT JKypHall aKTUBHOCTH,
Grarozaps 4eMy JIETKO y3HaThb, KOIZia PeOCHOK Cell 32 KOMIIBIOTEpP M CKOJBKO BPEMEHH
IIPOBEII 32 HUM.

JTa GpyHKIHUs N03BOJISAET:

®  OrpajuTh JeTell OT HEKETATEITHLHOTO COMEPIKIMOTO;

e  cjenarh Opay3sep Juist jeteit Oonee 6e30macHbIM;

®  HAJOXKHUTh 3aIPET HA 3aITyCK ONPEIEICHHBIX IPUIOKEHHHN U UID;

®  OrpaHUYUTh BpeMms, poBoaumoe aetbmu 3a [1K.

PoxuTenbckuii KOHTPOJIBL B Opay3epe

I1pu ncnonp30BaHNN AETHMH HHTEPHET-Opay3epoB, POAUTEIBCKHI KOHTPOJIb MO-
KeT OBITh OCYIIECTBIIEH C TOMOIBIO TAKHX Opay3epoB, Kak:

— opay3ep Google Chrome nmeer (QyHKIHIO POAUTENBCKOTO KOHTPOIIS, KOTOpast
OCYIECTBIISETCS Yepe3 yIpaBlIeHHe KOHTPOIMpyeMbIM Ipodunem. [Ipu ucronb3osa-
HHH TaKOTO POAUTENHCKOTO KOHTPOJIS B Opay3epe BBl CMOXKETE PeryanpoBaTh MOBE/e-
Hue Banrero pebeHka B HTepHeTe.

— perckmii 6paysep loryan — OecruiarHoe pacmmpenne st 6paysepa Mozilla
Firefox nnst poqUTENbCKOTO KOHTPOIIS M OTpaHndeHns feteil B CeTn OT HeXXemaTenbHo-
IO KOHTeHTa. [IMeeTcst KaTanor «0esbIx», pa3peléHHbIX K IPOCMOTpPY A€TbMHU CalTOB,
ocTasbHBIE OYayT OIOKMPOBATHCS IO YMOIYAHHUIO.

Poauresbekuii KOHTPOJIb CPeACTBAMU AHTUBHPYCOB

HeKOTOpLIe AHTUBUPYCHI UMCIOT BO3MOXXHOCTH YCTAHOBKU OI'PaHUYCHUS 1OCTYIIa
K OIIpEACICHHBIM caiitaM B I/IHTepHeTe.
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Popurenbckuii kontposn Kaspersky Internet Security — 970 xoMnoHeHT 1po-
rpaMMBbl, MO3BOJISIONMN YCTAaHOBUTb /ISl KQKAOW YUYETHOW 3alMCH Ha KOMIIbIOTEpE
OrpaHMYEHUsl JOCTYIa HCIHOJb30BaHMUsA KoMmbioTepa U MuTepHeTta. C ero nomouiso
MOKHO KOHTPOJIMPOBATh: 3aIllyCK Pa3IUYHBIX IPOrpaMM; MCIONb30BaHUuE MHTepHeTa
(orpanuveHne Ucnonb3oBanue MHTEpHETA TT0 BpeMeHH); OCcenieHne BeO-CaliToB B 3a-
BHCHMOCTH OT UX COAEPIKUMOTO0; 3arpy3Ky (aiinoB u3 MlHTepHeTa B 3aBUCHMOCTH OT UX
KaTeropuy; IEPerucKy ¢ OIpPEICICHHBIMY KOHTAKTaMU B COLIUAIIBHBIX CETSX.

Monyab poauTeabckoro KOHTpoJs «/lokTop Be6» momoraer orpaHH4UTh J10-
CTYII [I0JIb30BaTeICH KOMIIBIOTEPA K OIPE/ICICHHBIM caiiTaM B ceTu VIHTepHeT, noKalb-
HBIM (paiinaM WM TarkaM, pecypcam JOKaIbHON CeTH. AJMHHUCTPATOp KOMITbIOTEpa
MOXET CaM 3aJaTh CIHCOK 3alPEIleHHBIX CAHTOB MIIM BOCIONb30BATHCSA MOCTOSHHO
OOHOBJISIEMBIMH TEMAaTHYECKUMH CITUCKAMH, NPEIOCTABIIEMBIMU KOMITaHUEH «JlokTop
Beo».

Poautenbekuii KOHTPOJIbL HAa YPOBHE NPOBaiigepa

Hexotopsie mpoBaiifiepsl, npepocTapisiomue 10cTynl B MHTepHET, oKa3bIBaloT
JIOTIONHUTENBHBIE YCIIYTH 110 3allIUTe OT 3alpeliEHHOr0 KOHTEHTa. YCIyra, Kak IpaBu-
1o, miatHast. [Togximoyaercs B «JIngynoM kaGHHETe» MM U 00pAIEHNH K OTIepaTopy
CBSAI3HL.

Poaurennckuii konTpoab Ha Wi-Fi-poyTrepe

[Ipu moxpxmiouennu k MHTepHETY 4epe3 Wi-Fi-poyTep MOKHO BOCHOIB30BaTh-
cst BeTpoeHHoi B Hero dynkuuei Parental Control (Poxurenbekuit konTposns). Takas
(yHKIHS ecTb He Ha BCEX pOyTepax.

Hactpoiika poanTenseKoro KOHTPOJS MPEROCTABISAET BO3MOXKHOCTH CO31ABaTh
npaBmiIa JOCTyIa K caiiTam Juls KaXJ0ro KOMIIBIOTEpa Wi MOOWMJILHOTO yCTpOﬁCTBa,
KOTOpOE MOJKITIoYaeTcsl depe3 TOUKy JocTyma (ycTpoictBa pacmosnarorces mo MAC
azpecy). MoXKHO TakKe 3alpeTUTh TOCTYI K ONPEACHEHHBIM CalTaM MM PasperinTh
TOJIKO K HEKOTOPBIM ISl BCEX YCTPOIICTB, KOTOpBIE pabOTAIOT Yepe3 OUH U TOT XKe
poyTep.

CrnennajibHbIe IPOrPaAMMBI JIJIs1 POANTEIHCKOI0 KOHTPOJIS

CrienipiaibHEIC TPOTPAMMBI IS POIUTENIBCKOTO KOHTPOIIST 00IaatoT psaoM Hpe-
HMYIIECTB MEpe]] OCTANBHBIMU CIIOCO0AaMH, TaK KaK MPEJOCTABIAIOT OONBIINNA 00beM
BO3MOKHOCTEH:

®  aHaJIN3 COEP)KIMOTO CTPAHMII Ha IIPUCYTCTBHE 3aIPEIIEHHEIX CIIOB;

®  (OJOKMpOBAaHHME JOCTYIA K CATaM U3 «4EPHOT0» CIIHCKA;

®  OrpaHMYCHHE UCNONB30BaHUA IHTEepHETA 110 BpeMEHH;

®  IIPOCMOTp JKpaHa KOMITbIOTepa peOeHKa Mo ceT (ynaieHHas mepesarpyska

1 BBIKJTFOUCHHE);

®  pexuM «be3onacHblil TOUCK» B IIOUCKOBBIX CHCTEMAX;
3aITHCh aPEecOB MOCEIIEHHBIX CAiTOB B (halliI-KypHAI,

OTCBIIKA OTYETA O MOCENICHHBIX CTPAHUIIAX 10 HEKTPOHHOM T0YTE;
ABTOMATUYECKas I€AKTHBALIUSA IIPOrPaAMMBI UL aIMUHUCTPATOPOB IIPOTrPaMMBI;
crierUaIbHbIe (PYHKIUH JULS pabOTEI ¢ MPOTPaMMOH depes3 JIOKAIBHYIO CeTh;
KOHTPOJIb 3aITyCKa UTP.
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IIpumeps! nporpamm:
Crawler Parental Control 1.1
KidsControl 2.02
ParentalControl Bar 5.22
KubepMama
KinderGate
Onun/loma
Kubepllenzop
Poautenbekuii KOHTPOJIL HA cMapTdoOHAX

YCTaHOBUTH POAUTEIBCKHIA KOHTPOJIb HA MOOMIIBHOM YCTPOICTBE BaIliero pedeH-
Ka JIOCTaTOYHO IIPOCTO — MOKHO BOCIIONB30BATHCS CIIEIHAILHON MIPOrpaMMoi (HanpH-
Mmep, Safe Lagoon) nny moaKIIOYUTh Y MOOMIEHOTO ONIEpaTopa CHEHAIBHYIO YCIyTy
«erckuit uTepHeT».

[TomHuTE, YTO HU OAMH W3 MEPEUHCICHHBIX CI0c000B He rapantupyeT Ha 100%
3AIMIIEHHOCTh Ballero peOeHka oT omacHocTeil coBpeMeHHoro Murepuera. BaxHo
HPUIIOKUTH YCUIIHSL K TOMY, YTOOBI JIETH B CHIIYy BOCITHTAHHUS CAaMH HE CTPEMUIIHCH K
MOUCKY 3aIPEIIEHHOTO KOHTEHTA, 3HAIN O BO3MOXKHBIX TTOCIEICTBUSX BCEX CBOUX JCH-
cTBuil B IHTEpHETE.

CoBeTbl 110 yNIpaBJIeHHIO 0€30M1aCHOCTBIO JeTeil npu padore ¢ MuTepHeTom:

e CrapaiiTech aep:kaTh KOMITBIOTEPHI C MOAKIIOUEHHEM K FIHTepHETY B 001X
KOMHATaX, B KOTOPBIX MOXKHO JIETKO OCYIIECTBIATH BH3yalbHbIH KOHTPOIb Ha
TeM, 4TO JieTIaeT Bam pebeHok B MIHTepHeTe.

e (Cozpmaiite npu ydacTHd JeTedl CBOJ JOMAIIHUX IPaBWJI I10Jb30BAHUSA
HnTepreToM U TpedyiTe ero HEyKOCHUTEIEHOTO COOMIOICHHUSL.

e [lpuyuute nereil nocemars TONBKO T€ CaThl, KOTOPHIE BBl PA3PELLIMIIH.

e  lcmons3yiiTe cpeacTBa OMIOKMPOBAHMS HEKEIATEILHOTO MaTepraa Kak J1o-
MOJTHEHUE, HO HE 3aMEHY K POAUTENBCKOMY KOHTPOIIIO.

o  Co3naiiTe cCeMEHHBIH MEKTPOHHBIH SIIHK, HA KOTOPBIHA OyIeT NPUXOAUTH BCS
BAIlla HIEKTPOHHAS TI0YTA, BMECTO TOTO YTOOBI ITO3BOMSATE AETSIM HMETh COOCTBEH-
HbIE ajipeca.

e  Hayuure jieTeil COBETOBAThCS C BAMH TIepe]l PACKPHITHEM HH(MOPMALIHH Ye-
PE3 AMEKTPOHHYIO TIOUTY, YaThl, JOCKH 00BSBICHUH, PErHCTPALIHOHHbBIE (OPMBI 1
JIMYHBIE TIPOQIITH.

e  MaJeHbKHM JETSIM HE CIEIyeT IMOJb30BAThCS YaTaMH — CJIMIIKOM BEIHKa
onacHOCTb. TobKO KOr/a Bail peOeHOK MOAPACTET, MOXKHO Pa3pelluTh 00IIaThes
TaM, IJie €CTh KOHTPOJb HAJ[ COOOMICHUSMH (WM, TOBOPSI KOMITBIOTEPHEIM SI3bI-
KOM, «MOJIEPALIUS»).

e  Hayuwure seteil He 3arpyxaThb MporpaMMbl, My3bIKy Win (ailsiel 6e3 Barero
PpasperIeHHs.
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e  BecenyiiTe ¢ 1eTbMu 00 UX JpY3bsix B IHTEpHETE U O TOM, YeM OHH 3aHUMa-
I0TCSI TAK, KaK eciii ObI pedb ILTa O JAPY3bsIX B PEaNbHOMN KU3HU.

e  [Ipuyunre nereit coodmars BaM, eciy YTo-1ub0 win Kro-11do B Cetn Tpe-
BOXKUT WM yrpoxkaeT uM. OcTaBaiiTech CIIOKOHHBIMU M HAIIOMHHUTE JIETSAM, 4TO
OHHM B Ge30macHOCTH, €CIIH pacckasainn BaM. [loxBanmTe nx u moOysxjaiite mo-
JIOMTH €11Ie pa3, eClU Cilyyail TOBTOPHUTCSL.

e  Ecim, HeCMOTpS Ha BCE MEpHI NIPEIOCTOPOKHOCTH, BAIIN JETH MTO3HAKOMHU-
nuchk B VIHTepHETE cO 37I0yMBIIIEHHUKOM, He BUHHTE MX. Bes monHOTa oTBET-
CTBEHHOCTH BCEIJ[a JIOKHUT Ha IpaBoHapymutene. [IpefnpiuMuTe pernmreabHble
NeIfCTBHS IS IPEKPAICHNS JaTbHEHIINX KOHTAKTOB PEOCHKA C ITHM JIHIIOM.
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OCHOBHBIE NMPABWJIA BE3OMNACHOI0

MOBEAEHWA B CETW «MHTEPHET?

1. llpunoikuTe MAKCHMYM YCHJIHIl K 3aLIMTe BALIMX TeXHHYECKHX YCTPOICTB:

®  perymspHO OOHOBIISITE ONEPAHOHHYIO CHCTEMY;

®  JCNOJB3YHTE JUIEH3MOHHYIO aHTUBHPYCHYIO IPOTPaMMY;

e  mpuwmensiite daiiepsor;

e co37aBaiiTe pe3epBHbIE KOIHH BXKHEIX (ailioB;

®  HCIOJNB3YHTE HAJEKHBIE TTAPOIH;

®  IEPHOIMYECKH MEHSHTE MAapOIM Ha CaMbIX BaXHBIX JUIS Bac caiiTax;

®  CKauMBaiiTe IPOrpaMMBI TOJBKO C O(QHIHATBHEIX HCTOYHHKOB;

e HE IIOCCLIANTE 0I03PUTEIIbHBIC CAUTB;

®  3aKpHIBAliTE COMHHUTEIBHEIE BCILIBIBAIONINE OKHA,

e  He HAXMMalTe Ha KpacHBble OaHHEPHI T PeKIaMHEIE OJIOKH Ha caifTax, KaKHIMH
OBl IPUBIICKATEIHHBIMA ¥ 3aMaHIMBEIME OHH HI OBLIH.

2. Ilpu pabore ¢ 3J1eKTPOHHOIi MOYTOIi:

®  HUKOIZA HE OTKPHIBANTE MOJO3PUTENbHBIE COOOIIECHNS HITH BIOKEHHUS AEKTPOH-
HOM IOYTHI, IOJYYEHHbIE OT HE3HAKOMBIX JItofel. BmecTo 3T0r0 cpasy ynamure ux,
BBIOpaB KOMaH/y B MEHIO COOOIICHUH.

e  HUKOIJA HE OTBEUAHTE Ha craM;

®  HHUKOIZA HE IepechLIaiiTe «ImuchMa cyacThsy U APyroi mopoOHblil criam. Bmecto
9TOTO Cpasy yalgiTe Takue MIChbMa.

3. 3amure camux ceds:

e  He BBOJUTE JIMYHYIO M KOH(QHACHINATIbHYI0 HHYOPMALHIO Ha HEIPOBEPEHHBIX H
TIOJI03PUTEIBHBIX CalTax;

e  BHHUMATEJIBHO OTHOCUTECH K cobecenHuKaM B MHTepHeTe, coolliaiiTe BaKHYIO
MH(OPMAIHIO TOIBKO TIPOBEPEHHBIM JTIOMISIM;

e  1ipu paboTe 3a KOMIIBIOTEPOM, K KOTOPOMY MMEIOT JTOCTYII IpyTHe JIOMH, HE CO-
XpaHsiiTe mapoiu B opaysepe.

4. CodumonaiiTe npaBuiia:

e  [IOMHHTE, 4TO B BUPTYaJIbHOM IIPOCTPAHCTBE OTBETCTBEHHOCTh HACTYIAET 110 pe-
aJIbHBIM 3aKOHAM;

®  YBAUKUTEIBHO M J0OPOCOBECTHO OTHOCHTECH K JPYTHM IONB30BATENSAM CETH
WHrepHert.
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SMECb BAM NOMOrYT!

ITo Bonpocam B chepe nepcoHANbHbBIX JAHHBIX
DenepanbHas c1y:x0a o Hag3opy B cepe cBA3M, HHPOPMALHOHHBIX
TEeXHOJIOTHIi H MaccoBbIX KoMMyHuKanuii (PockomMnansop):

CrnipaBo4HO-NH(OPMALIOHHBIN LIEHTP:
8 (495) 983-33-93 (mH-ut 9:00-18:00, T 9.00-16:45)
‘Ynpasienne PockoMHanzopa no YibsiHoBcKoi 001acTH
Otzen 1o 3ammTe mpaB CyOBEKTOB TIEPCOHANBHBIX JAHHEIX, HAA30pa B chepe
MacCOBBIX KOMMYHHKALMH 1 HHPOPMALOHHBIX TEXHOIOTHIi:
8 (8422) 21-42-07
E-mail:rsockanc73@rkn.gov.ru

[To oOparieHusIM, OTHOCHUTENBHO JESTEIbHOCTH MOLICHHHYECKHX HHTEp-
HET-PecypcoB, CO3IAHUS UCTIONb30BAHUS M PACIPOCTPAHEHUS BPEIOHOCHOTO MPo-
IpaMMHOTO o0ecrieyeHus], HENpaBoMEpPHOro J0CTyNa K KOMIBIOTEPHOH HH]OP-
Mali{, XUIIEHUSAM, COBEPIICHHBIM C MCIIONb30BAHUEM TMOIENBHBIX OaHKOBCKHX
KapT, SNEKTPOHHBIX TIATEKHBIX CHCTEM M CHCTEM JHMCTAHLIMOOHOTO DaHKOBCKOTO
00CITyKHBaHHSA

YMB/JI Poccuu o YabsiHoBCKo# 00J1acTH
8 (8422) 42-29-60, 67-88-00432071,
I. YibsiHOBCK, yi. K. Mapkca, 31/108
8 (8422) 67-88-88 — «ropsiuas JuHUs»
https://73 . MBI.pD

OomecrBennas npuemuasg MBI P®
Bei0parb nyskT «Ynpasiaenue K MB/L Poccum»

https://mvd.ru/request main

Wndopmaums 15 nposegeHusi ypokos 0e301acHOIO
HHuTepHeTa B mKOIAX
JIura Ge3onacHOro HHTEpHeTa

http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-
and-teachers-detail.php?ID=3652
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Bpomropa «MadopmanmonHas 6e30macHOCTb B ceTH VIHTepHeT»

IIpoexT peannsyercs 3a C4ET CPECTB, BHIIEICHHBIX M0 PE3yJIbTaTaM KOHKYPCHOTO 0TOOpa COLMAIBbHO
OpPUEHTHPOBAHHBIX HEKOMMEPUECKIX OPraHH3ALMI UL PEAOCTaBNeHNs CyOCcHanil 13 O10KeTa
MYHHLHUIIAIBHOT0 00pa3oBanust «I'opox YIbsSHOBCK»

Bporiops! 131aHb! JUIst GECIUIATHOTO PACIPOCTPAHEHNSL.
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